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8oulun15id13958 Uy (Penetration Test) wasidl audloidud Fay e auua Tnduvzdag
umsmsnaav«muaxfiaswmun'nsmsmaau'lwLm'c§ 1974

6.64  Fuirassoniuauatuneu nseumums wiosdle waziSuiaveulumssniuemy
biffiddansaniuseudeusuiuem

6.7 aflumsdnlnevsunslinugunsaingasineuiamesiisam gondwsaoufiunes

suum'saumm'ﬁﬂ%'uﬂsa ua-'ﬁ’wml.ﬁuLﬁu'luiﬂsqmsﬁ'lﬁﬁ’uLé'mﬁ'wﬁehﬁn'zmnsmu,w'wm

wsammmLaﬂawsquanﬁ'lmwwnmﬂsmwn uavsuuwwoum'luiﬂsams‘lwmmmﬂgusmu
narldnuldogniivszansnm smuweuwamssudiuede 11

68 sullumsthysinwgunsaluazayisiroufiumed MUYBULIANISAUTNIUTE 10

6.9 sanidunisquasnm u.asufﬂwi’aﬁﬂwmﬂmnaﬂnsﬂiﬂs.ﬁ‘m‘rfﬂauﬁamas’ YoWAuIs
ABUWAADT UWarniwenseia q fivamlulasanis S'mms.,uumu'uauamumw'n SEUUTINAILN
USuugaRandy srvvarsaumad v lwilulasenisi Tiamusaldanldesefiuseansnm
Wusrezinan 19 uvnmmmuawawunmaﬂww'uaﬂﬂsamsua"ﬂmvnisumﬁmmsuwam
TinsniuduiiGeusesudy muveuwnnissiiunute 16

6.10 mtuumsianauaﬂﬂimua awé’tymmmuwmmswmmuaanuavmmsmamaﬂnsm
smm‘lwmmsmﬂmmaéfmmmmumud’mwmsL%‘aumaqUnsm”lu‘[ﬂsamiu \Weaunsaviey
lﬂamamJ'isé‘wﬁmw‘[ﬂwgswNﬂmawmsmswu,asuwuqﬁawaawmwa’lwa’hunw'nnsaaLwiq‘mﬁ

RarsneyiEnsududunisfang

7. %’aﬁmuﬂswamﬁﬂﬂqtué'numzmwwé’wmaﬁnmuﬁ'ﬂmu,a::ﬁmﬁqqﬂniﬁniﬁm%ﬂauﬁfama{
YoNALaT uazszuUY Fedlnuaulifatwoemaluil

7.1 LﬁSBQﬁEIMW'JLﬂaiLL&l‘U'IEI WUy Hyper Converged sy 19ee 1 qn IﬂEJJJﬂﬂJﬁﬁJ‘U(ﬂ

atatioedaselus

711 WueSeweniiawesusivrsdmiungesyuy Hypervisor WUy Hyper Converged
lagiewiz [Wuuuy 2U Swanetievios 4 Tuun (Node) wiaiing




712 fimiwuszanananats (CPU) Intel Xeon Processor Scalable Family WUU 16 wnuvan
(16 Cores) w3ofini1 Inedamusdygauinmitugiubidesndi 2.2 GHz wieinit swvbivesntt
2 mhwsialviun (Node)

713 fimieanudmdn (Memory) wiin DDRA RDIMM 50 LRDIMM Yi3aRnn AR
lsioandn 384 GB sialwum (Node)

714 fwdedanudeyauuy Solid State Drives (SSD) n3afinin TUINAIINYN DY
Format laitfeendi 1.92 T8 swaulitiesndn 9 wiauseluun (Node)

715 ddendeudeszuuiaievis (Network Interface) 1GbE Ethernet wuu RJ-45
wiednd1 dnnuliideent 4 wasn war 10/25 GbE SFP+ sruanlitounh 4 wess

7.1.6 i1 Power Supply WUy Hot Plug %58 Hot Swap Sauauliitiosni 2 wiuae

717 flassasradiu Rack Mount wazaunsodnauy Rack NAsFIU 19 i 1%

718  ldfumsiuseanmsgiu UL wia FCC CE vidaifiuivi

719 awnsodesdeyaludeuddiiacteyald Tngldnuauiivesgunsel wiswue
gl i mivhnisdrsosdoyaifups

7110 fdvAndverdunisruuuitanisludnuneind otuivieiatou IWiieane
#en1seanuuuiarimurszuululasannsh

7111 finsfuuseiuBuf1uuy Onsite Service WUU 26x7 waen155uUsEAUALEA
srazabitesndt 2 Uuinnniudsweuiunngainevedlasanis WaTAMLNTTNNNTATIVTUEY
T¥msansuiluiioviosudn

7.1.12 Lﬁuwﬁmﬁm‘ﬁﬁﬁamq'lu Quadrant LEADERS %84 Gartner Magic Quadrant for
Hyperconverged Infrastructure ¥ a.A. 2019 wislwinia

7113 [unniusivesuwy vedlui ldineldeuuiney wargndndaflldusenimnne
auammsma maauammq wsaﬁuaﬂmsusmﬁ (End-of-Sale w38 End-of-Life 38 End-of-Service)
Tnpfinisdesusosninidwemdndoasinioamuseswsewmelng

7.1.14 ﬁwﬁ'ﬁau,m'qw'?a'lﬁtﬂwﬁtmuai"mmUmnu‘s‘ﬁ’wﬁw avSeanuUsedussivalve

7.2 gunsainszudyg Uy 10/25 Gigabit Ethernet vunalsitfosndn 48 des ey
[ 1 v ' =l Qs ' Ld LY Aj
Jwliitfeend 3 ya TasfinuautRegaiios deelyi

721 dflvunaves Switching Capacity w38 Switching Throughput lsitfasnds 4 Tbps
wazdl Forwarding Rate laitfaeinin 1 Bpps

722 fiwasmuuy 1/10/25 Gigabit Ethernet S1uanlaifonnin 48 wosn uariinesa
40/100 Gigabit Ethernet wuu QSFP 1uulidoen 8 wesn lauy nwedmatunsosiney
WU Wire Speed via Wire Rate %38 Non-Blocking léwSaushiaue Module sasglui

-y _— - ) :
. S A , 2/

.................... 5 (@gsEwinaguanu) 6 ..k . T b
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7.2.2.1 100G Active Optical Cables (AOC) AuE120819%88 5 wins DTS
Lideanin 1 &y
7.2.2.2 25G Active Optical Cables (AOC) A1u8178819% 88 5 AT U
Litesnit 6 1y
7.2.23 106G Active Optical Cables (AOC) A1 muB178819108 10 WAS §1U,
hiveunin 8 1&u
7.2.2.4 1000 Base-T SFP 91wy liviependt 12 wulg
723 dlyuinves System Memory 3o DRAM laitfosni 8 GB wardvuinves Flash
Memory %38 SSD litfeenii 8 GB
724 5993U3IUIU MAC Address #liifound1 280,000 Addresses WaTaINITOnn
VLAN anusnnsgnu 802.1Q Talsivdesndn 4,000 VLANS
725 @nsavi Equal Cost Multipath Routing (ECMP) Idlsitiesnda 64 way’s
726 @w130%1 IP Routing Protocol @15 IPvA waz IPvé aeetiat Static, OSPF
uaz BGP 1 uazseadusuau IPva Unicast Route loigsanlaiiorndh 360,000 Routes
727 @unsnvh Network Virtualization Tneldinalulad Virtual Extensible LAN (VXLAN)
HUU VXLAN Bridging Wag VXLAN Routing uazanunsavih EVPN Control Plane ‘I8 vidaufleuiyin
7128  @m150m353980U (Monitor) waziuiintoya (Log) lunsdiiin Buffer Congestion
Uumqﬂnsnﬁm luszéu Real-Time Tmawmmsnuaﬂwaua'ﬂaa Latency #1 VILnﬂ‘lJumn Congestion
IBueeay
729  #3¥Uu Redundant Power Supplies wuy 1+1 1IWusdalasuay LauTnnen
LUé ﬂu‘lm’ImamlumaafJﬂmaUnsm (Hot Swappable) wazseeiunisvaufuszuulwludseinglng
WUy 220V 50Hz %
7210 gunsnidewitumsiuseswmuuinsgiunalasn e FCC IEC, UL uas EN
saLiuuwin
7211 fin33uyUseiuduAuuu Onsite Service WUy 24x7 wazdin13suUsEAuaum
seegiianlitosndt 2 9 tutnanfudweuruneagavheveslasens WazANENTIUNIATIITUWAR
dnsansuiiuiioudoouds
7212 Yundndsifideseglu Quadrant LEADERS we1 Gartner Magic Quadrant for
Data Center and Cloud Networking U a.#1. 2020 wSalyinda
7213 Jundndusivoat vaslwl luingldaumnney uay Wrandelilavsenanme
ﬁuammsma Msaauaﬂmq wsaﬁuaﬂmwsms (End-of-Sale %38 End-of-Life 3@ End-of-Service)
lneiivifsdosusasanidrmesndniusivioaruuses Wsemelng




i

v Voo

7.2.14 ﬁwﬂaﬁaLwina'lﬁL'fJuc@lmuﬁmmamnu‘%wmmaw‘%ammﬂszﬁmsmﬂwa

Y

7.3 ASDIRRUR MO TILlYe dmiusruuandinsaedulumin (Face Recognition) 31u7y

Lideendt 2 qm lnefnmaudRogonidalys

731 mbeusnanana (CPU) wuu 8 wnumdn fimnudlitosnin 3.4 GHz visednia
Twnlitdesnin 1 wie

732 dmieemudvan (Memory) ¥l DORE WiednT vunlidaenin 128 GB

733 fmhednAvdoya (Hard disk) wuu SSD i 2.5” wse M2 AU liTeunia
200 GB 1uaulaitiosnit 2 mihe

7.3.4  §i Hard Disk wuu SATA v3efnin audslitesnda 7200 rpm wuIMARoY
format (Raw Capacity) solsisnin 8 T8

735 fimbheusananadunsiindumiin Quadro vainn fneanuslivesni
8GB DDR5 v30@n11 srwuanlaitiosnd 2 e

736  fdwdeudetustuuiedotiouuy Gigabit Ethernet 1msg1u Sruaulsiviosni
2 wasn (Port)

7.3.7 Lﬁuaw%’auﬁwﬁwé*uaﬂﬁms’szuuﬂﬁﬁﬁmsﬁ'mmsnﬁmus’mﬁusswmsnﬁ’u
Tunihly

738  finsfuuseiuBuA1uuy Onsite Service wuy 24x7 uay n155uUsYAURUAY
szpznalivesndi 2 9 tuiinnnfudsweuiunegarinevedasanng HazAMZNITINSATINSUNER
IimsesuduiiFoutesuds

739  Wundndusivowt veslwi litneldemnrey wavuandadlausznimaniy
Auganisung w‘%aﬁ"uqmmq Wiedugen1suints (End-of-Sale ude End-of-Life w38 End-of-Service)
Iﬂaﬁwﬁaﬁa%’usawmLﬁﬂwaqwﬁmﬁ’m%ﬁaa1‘01Ussai’1ﬂimmﬂ'lwa

w v

7310 SiwdedaussndliTufunsimiennus EuAavI oM v sEdUsemalng

74 gunsalesiuiaiodte (Firewall) $1umnliitosnia o 90 Inuusenaulusesianis
fastaluil
741 dhqunsifiasiueieis (Frewall) vln Next Generation Firewall wuy Appliance
Tier 1 dnuauliviosnt 2 g Tnoaud feif
74.1.1  Dugunsailfeaiuieietng Next Generation Firewall uyy Appliance
7.4.1.2 i Throughput litieundn 9 Gbps
7.4.1.3 {i Threat Protection %38 Threat Prevention lsitiagndn 1 Gbps
7.4.1.4 il Network Interface WU 10G Base-X litfoen 2 wasa (Port)




1415 aunsansvdeunarosiunisyngniuusine q egatdes fi Syn Flood,
UDP Flood, ICMP Flood, IP Address Spoofing, IP Address Sweep, Port Scan, DoS or DDoS,
Teardrop Attack, Land Attack, IP Fragment, ICMP Fragment ({Jusiu vioflouwiile

7.4.1.6  @wnsaviinsivun 1P Address wax Service Port UV Network Address
Translation (NAT) uag Port Address Translation (PAT) 'l¢f

7417 aaniaviinudnwie Transparent Mode wiafiaurinle

7.4.1.8 @130 Routing WU Static, Dynamic Routing w3aifiuwinls

7419 @wnsauimsdamsgunsaiinenasgiu HTTPS wie SSH IMuae ey

7.4.1.10 awsafivsisazidunuaznsivdeunisidany (Logging/Monitoring)
TnenAuidu Syslog 1@

74.1.11 @wnsavi High Availability Wuv Active-Active uag Active-Passive &

7.4.1.12 Apalafunisiusesunsgiu FCC wio VCCl u3o ICSA niaifiguiyin
Wueeralay

7.4.1.13 Lf]uNﬁmﬁmﬁﬁﬁm%ammamsﬁ'ﬂumnsmﬁ’uqﬂnszﬁﬂaaﬁ’mﬂ?a'zha
(Firewall) 4ln Next Generation Firewall wuu Appliance Tier 2 (48 7.4.2)

7.4.1.14 fims3ydsziududuuy Onsite Service WU 24x7 ua Inssudseiiu
dumszezianlitdesnir 2 9 tuiinnfudsueuanunagaievadasens wasanenssun1sasaiy
wagldnssuiuiiseuiosudn

7.4.1.15 1{ uwﬁmﬁ'mw‘ﬁﬁ'aaaq"lu Quadrant LEADERS 989 Gartner Magic
Quadrant for Network Firewalls U a.¢. 2021 widaluaini

7.4.1.16 \WunBaiusivesurt vodlwl limelderuuinoy waryudndadle
Uszninnag ﬁuqmmsma wsaﬁuammu wsaﬁuqmmiusms (End-of-Sale #3® End-of-Life n3o
End-of-Service) lavimtis@osusasannidmasndninsimioaivnsysussnelng

74117 Swdsdouniadaiidugunusiminesnuss A sa1v1Uses
Uszindlne

742 Wugunsaiflestueiets (Firewall) wiln Next Generation Firewall iy Appliance

Tier 2 Suliitosnd 2 yn Tnnuanth weif

7421 Wugunseilfesiuiaetin Next Generation Firewall wuu Appliance

7.4.2.2 i Throughput litfeendn 9 Gbps

7.4.2.3 §l Threat Protection %38 Threat Prevention lajffasndi 1 Gbps

7.4.2.4 i Network Interface Wuu 10G Base-X laitfosnt 2 wesn (Port)

..................... 5 (agseviaguennm 6 Ll Tl




7425 annsonsrdeusaziostunsyngnuuusn 9 athsties §58 Syn Flood,
UDP Flood, ICMP Flood, IP Address Spoofing, IP Address Sweep, Port Scan, DoS or DDoS,
Teardrop Attack, Land Attack, IP Fragment, ICMP Fragment Wudu wsaifisuvinle

7.4.2.6 @wnsavNsAmun IP Address Wag Service Port wuu Network Address
Translation (NAT) wag Port Address Translation (PAT) 161

7427 @wnsevinnudnune Transparent Mode vsaiiguwinle

7428 @wnsavin Routing WUV Static, Dynamic Routing wSaifisuwinle

7429  annsauimsinnsgunsaiiunesgIu HTTPS vie SSH IRduetetes

7.42.10 awrsafiusisazideauaznsisgaunisidany (Logging/Monitoring)
Tneifiuilu Syslog 16

7.4.2.11 @wnseviiau High Availability wuu Active-Active uaz Active-Passive I6i

7.4.2.12 doslaTumsiusesunsgiu FCC e VCC w3 ICSA nSaifiuuin
Wuetnios

7.4.2.13 Hundndosindindommenisiuansatugunsaitesiueiayae
(Firewall) #iln Next Generation Firewall wuu Appliance Tier 1 (o 7.4.1)

7.4.2.14 iIn155useiuBufuuy Onsite Service WU 24x7 wagn1s$usedy
furiszezmbitesnit 2 U duinnndudsweunusingavihereslasims waranenssunsnsiy
wanldmsaeuiduiiSeuTesudn

7.0.2.15 \Jund aiweif fosoylu Quadrant LEADERS ve4 Gartner Magic
Quadrant for Network Firewalls U A.f. 2021 #3alvini

7.4.2.16 \Jundndnsivesudt vedlny ldimeldauninou wazduandodld
Ustmanmisduganisune uiedugneny w3oAugANITUINIT (End-of-Sale w3 End-of-Life w30
End-of-Service) lnediviisdosusesuinidwewminiusiviearnussdusemalne

74217 fwisdeursdslidudunudmitenuisngnaavieanviused

Useelne

7.5  gunsaldwmiudafivdayanisanasialetisuvusaugud (Centralized Log) $1uau
Lifesndn 1 yn neflnaeuiRetetion favaluil
751 Jugunsnl Appliance nSogunsaineuiameiiilduinsgiu aansaifusiusi
. o a 4’ ¢ . . H .
wnn1sed (logs or Events) wmmu‘luqﬂnsmmﬂu appliances ia¥ non-appliances 19U Firewall,

Network Devices 9 9 szUUUFTRMT 53UV appliances szuuiATat1s uazsyuugudoya Wy

Idagretiey 10 gunsaleszuu Insaunsouanwwaegnelfisuiuy (format) Wenfuls
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7.5.2 ﬁsz‘uumsL*&'ﬁﬁ’a%;ﬂmﬁaﬁﬁuﬁummqnﬁawaﬁagaﬁ“mr“iumummﬁm
MD5 v3® SHA-1 w3afini

TASI3 1015010 U Log File ‘l‘ug'ULL'UU Syslog wadqﬂﬂ’iiﬁt‘ﬁu Router, Switch, Firewall,
VPN, Server (Jusu 16

754 mmsmﬁmsﬁ'ﬂﬂ'l'iqﬂﬂicﬂd’luu’lm's§1u HTTPS, Command Line Interface
waz SSH 161

755  @unsadaiiv log file ldgndas msammuwsesed @i denianssvhmauin
A mﬁmauﬁaLmas'aﬁ’uﬁﬁwaﬁ‘aﬁu’lﬁmﬂlﬁi’usmmmiﬁnumsa‘fﬂLﬁuuas%“nmﬂ'nuﬂaamﬁamaa log file
AlFnsgu iy nnsguvesguiBiannseiinduaraenfiumesuiend (uee. 4003.1-2560) wisiFieuwin

756 awsevinisdisesdeya (Data Backup) ludsgunsaidaiutayaniouen
19U Tape %38 DVD %38 External Storage 141

757 anwnsndadiudeyammmseinedunit (Events per Seconds) W8 lsitfasnd 7,000 eps

758  {in155uyseiudufiuuy Onsite Service WUy 24x7 wardin1s3uuseRudud
szezalidesndt 2 T dufaninudwsusunagarieveslasins UaEANENTIUNTNTINTUNEY
dmsasudiuiiSeusonudn

759  \Qundndusiveant veddni Litngldmuuieu warnAndalllausEnIAnnL
auammsma wsaﬁuaﬂmﬂ Miaﬁuaﬂmwims (End-of-Sale %39 End-of-Life %38 End-of-Service)
npiwisdasusesnnidvesmdniusivioanusyssemnalne

7510  fwlfedoussdiliifufunusmmiganyss WindavieanUszissimalng

76 yagunsaindasisastiauvuiaioud Suouhitesndt o ga Tnednaautfotaos

Frigluil

761 d@wsaviiniswyu (Pan) lalueenda 360 s nasfuwe (TiY) Auszunuy
(Horizontal) elsiviaenda 90 asen waznstianee (Zoom) wuu Optical Zoom Wlaitfeendh 30 wh

762 fiavwaziduaveinmgeaalitioonin 1,920x1,080 pixel

763 i Frame Rate Litfosndn 30 nwsedurft (Frame Per Second)

764 dmuhuaaiesgn Tl 0.05 LUX dwmiunisuansnmd (Color) warliiipy
0.01 LUX dm3un1suanininy1ien (Black/White)

765  flvuinfiiunin (Image Sensor) laitfeandt 1/2.8 §9

766 drmmuenivianiigaliiu 6 Sadwns wazrrmueIviaggalivdosnin
135 fadiuns

767 Mielula IRCut Filter %38 Infrared Cut-off Removable (ICR) dm3unaifinnm
Iitanansunaznansiulaesnluif® waxd IR fenansaliuas IR 8lnalsitosndn 100 wors

.......................................... 5 (bgfsywineanguasum) 6 ..




768  @wnsnasdnyyinw (Streaming) Iuansldpgnation 2 unas

L 1}

769  a@wsodsdyaranwlinunesgiu H.264 way H.265 1usenatay

7610  Tdeadeusiosyuuiiatne (Network Interface) wuu 10/100 Base-T wiein

7611 annmn@eusieuadldusu Wiri (EEE 802.11 ac) waw Bluetooth 4.0 [¥ilhethatias

7612  ilgunsaidensioszuy 46 viafindt uuuademelufauades (Built-n) vewuy
qunsalidiunouen wieudamdumesideiifiemedwiumsdsdieyafuszoznahitiosndr 2 9 dudn
NnfudwsununegavereslaRMItarAnznIsIMInTTURan e uuiiSeudooud

7613 flgunsalszyshumisiag (GPS) wuuAnasneluiaied e (Built-in) wiauuy
gunsaliaSumeuen

7614 fuuswedmnuqlideundn 13000 mAh wuuRasmelufieies (builtin) Wiowuy
gunsaliasumeuesn

7615  fndesuarqunsaifinduiuBuazdosannsafuthle

7616  awasavhaldfigungd -10 °C fs 55 °C (usdatloy

7.6.17  laSummsgruduenaasasfusegléau

7.6.18

7.6.19

7620 fimsfuussiuduiiszznanlidesnth 2 3 dudaniniudeovnusingeving

3

nindeslAsumsguiusTUUMsansasuindan

e eXe

a

wAnAsaldsuIImTT U UNsUIMS RN vSeuSms nuTifiguaw

e

vadlAsansuazAnEnsIUN1INs s UNARldns e fuluiiGeusooudn
7621 Jundniusivesu vodlwi lalneldeuunou uasdrandadldusynanine
Augamsve wielugneny vieduannisuinis (End-of-Sale 3o End-of-Life 3o End-of-Service)

<« ¢ o

Ingfindasdesusesnnidvesmdninyvsoamusesiusewmelng

e v

7.6.22  fiwidowiwslvildufumdmmieanuismndavieanusessznelne
77 peuitamesuiiuian (Tablet) Swahitioundr 20 yn Ineflauaushosioadselu

771 dwiseuanekaszuuduia Multi-Touch wudalasinuy LED vuavitiasliivesnia
11 12 (wumuss) wieuwalulad PS mnmandenlutesnnit 2388 x 1668 7 264 Rnwasiotis (PP)
Wiguin wSefinn

772 Gviguszanananatafuuuudn Apple M1 lsuivin viefnin

773 fanuguuiabidesndt 128 GB ulefinm

774 annsndeudauvuliats Wi-Fi 6 unsgiu 802.11ax amrsolderuaaui
(2.4 GHz waz 5 GHz) WU MIMO wazanunsaidauste Bluetooth 5.0 ieuwih wsedngd

775 dlgunselifeusiosyuy 4G wiedndt wuudnmeluiaiades (Buittin) wiedn

776 dngewnumihanuazdealiesnin 1.2 wnefiniea (Megapixel)




e

117 dndesinmdsmnuasdealitennit 10 wnefinea (Megapixel)

778 Gwuweinsaiauadagsoy uazgUnsainTIRdumsindiouln Weuwividesing
779 figunseidwiudeunihisneudiame fufiuidn

7710 fwadifiiwivannsadelifounduasavay

7711 finmsfuuseiuduiissezaailitesnta 2 1 Uuinanudsueunusingaring

VBNGENGRE HazAnnssUNIATIRTURARlansvsuduiiauseoud

7.8 ﬁ'uﬁwéwaﬂafms‘wuuu?msﬁ'ﬂmsg'mﬁ’asg‘a (Database) S1uaulivfesnin 1 ya Tned
AnuanRotales darelyul
7.8.1 ﬁ'ﬂmﬁ‘uﬁwaﬁfﬁawﬁuﬁ Microsoft SQL Server 2017 Enterprise Edition NL OLP
NL GOV sifeneidulmindy figndesmungmng swmlaifiaund a Suavd (License)
782 fimsfulssiudufszesiailitesndy 2 9 Uudaainiudimeuauaingarig
V04IATINTS NarANENITuNIRTIRsUWARins 1 Suduiioutosuda

79 dvAnSyanduatsruvansinsaadulumia (Face Intelligent Recognition) $1u7y
Lifesndn 1 g TneflnuaniResnoedenslyd

791 annsoasdulumh (Face Rotations) #lsuwuouey wiedrenilutosn
+30 oem uasmsiluunwmiefuseliifosnds +15 s vdainda

792 mnseendulunienidle @uazuad) uasgunm @uazunas) 1§

7.9.3 m:J'lsnmsmﬁ’u'lwﬁflm"ﬂszaaswmEJ'lwﬂhmnﬁﬁTaw?agUmwﬁﬁmsswndu
vosyAralunmifien

7.9.4 mminé’mLﬁumw'luviﬁ1Vimaaﬁﬂﬁ‘luizw@uﬁa:‘J,a

795 ansnsaudaiiounman (Matching Alerts) 167 0,05 MIPS Wusgratan (neAnan
grutieya 1,000 lumi)

796  aunsianuiugudeyaluwirdulivesnda 100,000 luuth warsnIsy
msveredudulferetion 1,000,000 Tuuth

797 ansorumuazIeuifisunmlumiluguiun 1:1, 6N, NN I Susgeo

798 amsanseAulumirinnuansealitesnitvuin 50x50 fings (Pixels)
wisdind1 lawawnsaldidanuansnaiamglumii waznsAuIUSsufeylumiie

799  @wnsonsavAulumile Ltﬁasagjmu'lﬁmsmwﬁ'\mﬂuaz/w‘%‘aqﬂnsniﬂnﬂﬂ
Tunti (Masks / Personal Protective Equipment : PPE)

@ U v v as v o )
7.9.10 mmsnmsww‘lvwm UUVIﬂIUVfU'I ﬂu‘Vi'WUfﬂUVIU'WIWENﬂ'ﬁ mnmiszqwaua

|

yana Amualiiduyeaaiise$a (Blacklist) nagmuditmuels




79.11  awsaldnumdslavslumtld (Blured Faces) dmsuynnadiaguanivie
mudhszds Wevssleminsysannisteyadiunistn aenndasfunssnatydiduasosdoya
diuynAa .A. 2562

7.9.12  a@wsanansmanisaunmislisuifisuniwlumin lnsuansdeya shens
awanoSouifioude sefuaziuumamiou duwmiindes Jendes Fuuazian Wiluedhses

7.9.13 & Software Development Kit (SDK) #58 Application Programming Interface
(API) FiilavAvgneios

79.14  AvdvSveriwriiiaueseslisunisseusunazmagauninmiienunsdsy
PMMLIBY NIST (National Institute of Standard and Technology) Taeiisedelu Face Recognition
Vendor Test (FRVT) 2021

79.15  AvAvdvandurifiduaueseandudninsldiuuuudova (Perpetual License)
v3efiBvsmislinunieruimsuiuunestureniusonusnianlflsivesnd 5 9

v

7.9.16  fimsfuusziuduisseznailitesndt 2 U dudaaniudweunuangaing

L3 o 2 v

1OIATING warANZNITUNINTITUNARIARSsuduASEuSesud

L7

79.17  Tvdedeussiliidudunudmieninuisvindavioatsedseelng

7.10 Avdvvaniuassrutensifeusa sruanlitosnia 1 yn lnefinuanifet oy

Faraluil

7101 awnsalideyanmanamdmienmadoulvifiinanansunasdoyals

7102 awnsesnihevedouasuastoyaliusisnuseintonsiouls

7103 awnsaiutoyasasudiieiededesliun awmefou vansaemsdou uay
Jawda Fu vaan anwudl Ineifiutayaldedaias 100,000 fu

7.10.4 @130 Export Feyailulndunsgiu wiu Text wie Excel 1

7105  Avdvdvewdwrsdvnaueseadudninmsldiuuuudona (Perpetual License)
viefldvdnmisldnunienuimsuiuugaeiturendwunuidvdnaalilidesnin 5 1

7106  dinsiuuseiuduistezinanliteendt 2 ¥ dudanniudaweuauniagaing
9a3lATINTS UasANENITINIIATIISURag I s duiizeusosudn

(Y]

7107 dwdsdeusiiliidugunudmirsanuddngninvSeanvsessemelng

7.11 AvdAvsvensuasysamistaya S1uaubidesndi 1 yn lnelamandfotradey faseluil

o

7.11.1  @w1509AYIINTEUIUNTYIN ETL (Extract-Transform-Load) Yaya#ilasuain

uvaedoyaniny q (Data Source)




7112 mwnsavianvazeIntaya (Data Cleansing) Wiadnnistayaliagyluguuuy

| » v =

Agndes Megdfnsuanuasdioya (Parsing nsudluteyafiinwain (Correct Data) n13vindaya
Toiduguuuuieaiu (Standardizing) wagmsauyadem g dauiic (Duplicate Elimination)

7113 @wnsawioudaya (Data Preparation) Waglugunuudignios muiirmuald

7114 @nnsaifenluadeya Uoin Data) tievimsdmifuasssuugrudoyald

7115 fszuuuimsdanisnszuiumsineu (Workflow) msvin ETL Yaya lagaunse
MU /Wuvt1ee GUI e

7116 awnsaenldaunszuiunsyianu (Workflow) s3uieaaiiat (Job Schedule)
n1s3enlEeu Workflow dnluliile

7117 m'svi’"lLﬁumunnﬂ%u’wsﬁmﬁmsﬁ’mLﬁu'l”flu Log System %N316M3

7118 A5 esdledi Uriausdesiing19e (Graphical User Interface :GUI) L#i od$19
Workflow fmsn1slgauiuvainuazae (Drag and Drop) Tngliduluseadsulusunsu (Coding)

7.119  \p3esflefiyauadasanusngiu uastiufin (Read/Write) fuuvasdoyanin
Big Data Systerm 1ne5835U Apache Hive, Spark \Uustaties

7.11.10 wesfiofhinavediosfimmansolunssesiumadouaniudifingy

7.11.11 ndeslefiinauefesamsafanelaustd (Libraries) wiadauada (Extension)
Rl

71112 AvdviSverduwasfitauedoududndnsldauuuudevn (Perpetual License)
iefidvEnslinunienudmsuiuuganeifureninrinnuisninanldlidesnd 5 9

71113 dnmsfulsedududnszeznatlitiosndn 2 U dudaaniudweuanunngaine

424lATINTT WarAnENTIUNIATIVSUNER ARSI T UL TuAISuTesudn

7.12 SvdnSeandulsuinisdanisdeyavuinlug Frunlutesndt 1 yn leelauaudd
oy Wlay Aalull

7.12.1  $2395UNTISVN9IUYD4 Distributed Architecture Ecosystem

7122 Juszuugideyanuunseengved Hadoop awniasesiuguteyavunaivng
Isogausyansnw vavannsaldnunisfansestoya (Filtering Data) 1% SeaztivanyFunndoya
Tunssuauns ielildteyafiddiyuinnelfsng suaivayunisldnushens NosaL

7123 Huinieslenlfinienteyafiiiudnuurvendsdoyauu Hadoop Tasfinng

s Schema wdeulidmiums Query Inglin1wfiiSonin HiveQl Fadidhwsadiafiunmw SQL

7.124  Wuadsddedmiunsuimsiamadidiunisinulasimuagiea (Scheduling)




7125 Huwdesileivimiiniilunis Transfer dayaninszuugudeyadu 4 wu Orade,
SQL Server, MySQL 18 u i Auluguwuy HOFS 4 aiasls 0DBC/JDBC lun1sid ansaludeszuy
Futoya

7126 Wuadesfiolunisuszananauuy In-Memory Cluster ITANLTINEINAZS0 9%
APl fiana1nae Java, Scala uaz Python

7127 Wushdanis Cluster Tun1sdnnis Job AAntu warddnnis Resource Manager
way Node Manager QLLaL‘S"aa CPU, Memary, Disk, Network

7.128 (Ju Distributed Programming Framework dmiuteyavunluguazidy Batch
Processing finTsutsnisvianuitu 2 daufe Map fu Reduce Tnedayaszagluguuuu Key Value

7129  SvAvEwandurifiausdesannsasesiuiuanlitesnit 8 Tuun (Node)
Usznausag 1) Data Node S1uauliivaenda 5 num (Node) 2) Name node Sruanilsitiosnda 2 Tuus
(Node) waz 3) Edge Snuauliitosnd 1 Tuua (Node) wiasessumsuszunanatayaldlidosnt
20TB

71210 AvAvigenduiindnavesoududninisldeuuudona (Perpetual License)
vieiidvinslinumdenuimsuiupneidureriunsnimaimiranlalitooni 5 9

71211 fimsSudssiuunszozamlidesni 2 3 dudaeiniudswauaunngaying
¥83lATINT uarAENSSUNTSATINTURER IR udufiGousenudy

7.12.12 fwidouedliidufunusmmbsnnuidnikamieausedstinalng

=3 Q‘ o o = o o’ o z d o rr o
7.13 SvAvseenidurilesiuliarsuiuneidwsufiensuuniasrauianofisigne 1w
Lidaendn 1 g WneflnuautRedisios fvealuil

7131 fidvAnSwerdursuinissanisiusunsutestulifanaufiained Kaspersky
Endpoint Security For business $1uawlitfesndt 10 fléau

7132 fimsfudssiuduassoznalidesndt 2 3 duiaantudwevnunngaving
¥ealATINTT uarAnznsIUNTIATINURag e uduiieusosuda

7.133  AvdvBrerinifiauedeemmavhvusmivsenduaitesiubiarouiumediy

v =t

fidnsiiey o guedayandn (Data Center)
7.14 fuAnsvandurivimsdanisainuvasadsvesdquaszuy Sraulidesndn 1 gn
Sl
finoueaudR il
pu | a4 o v o @ v
7141 Wuszuufieenwuuinlagianiziieymiiauauanuvaensslunisldey

Privileged Account Inganunsnuimsdanisswariiu wazaruauiliseSanisldan Privileged Session
Weanmudssanmsgniad fudaiaueanansnausgunsalifiuduifinsesmnenisdnioaiu

L) =
5 (egsEwinanguanuy) 6 ..:-i.-:z.d ......... - }L
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w3aIASaaNensiaeiy wie Customize sivy AP aduld ilelsannsovieumudefvunld
Tunsdifiwaua AP T Lave Programing Flow w3auianaisusenaunagszezalunisiaun
\ioRT15an
7142 @w13auimsInmssRany wararuauiseTan1slyau Privileged Session
witeanAnadeaainnisgnland neffavdvidmivglinussuunuialasinisdnaulitosnis
10 fliou wazannsavimsdanissiasiullidiing uan Target devices uarannsavinstudin
mslgan (Session Recording) Idlsishind uau Target Devices
7143 awsensvdeuLaziAeiAsanaiuanngAnssunisideiu (Privileged
Threat Analytics) Il ing1uau Target devices uavannsadisatoyaves Priviteged Account
e Algorithm WUy AES-256, RSA-2048 w3amninle
7.14.4  5933U3UWUUNTT Authentication WUU Username/Password (Local database),
RSA SecurlD, Web SSO, RADIUS, PKI, waz LDAP lsifustratiey
7145  @wsouinisdanissiakiumupuauiideiilfiduednation
7.14.5.1 @nsolasuswaniuves Privileged Account muY29Ia i mun
wazuaanMsleaulaudnlud® (One-time Password)
7.14.5.2 ansafmunnugn Lavawrusvnauvessaniy iy fsnwsilvg
(Upper Case) "78nws#LAn (Lower Case) Aiav (Digit) uardnuseRiay (Special Character)
Jueegtiay
7.14.53 gansovivuseiRnisiausiianiy (Password History)
7146 awnsaimua Workflow Tunsvirarunuy Dual Control Taerldwesldsunis

aa =

aysiAneunslyauls
7147 awnsadeursludtszuutateva (Transparent Connection) AuAMALTRRGE
TJusdretion
7.14.7.1 @awnsaingseuudanenslaglisiosuansswarinliglingw
7.14.7.2 annsaifendeludtsruulatenieritu Application Iagld Universal
Connector 16 TnaR 15895 Application a# Microsoft SQL Management Studio, CheckPoint
SmartConsole, BlueCoat Web Management, WinSCP. VMWare VSphere Client %3 aif euivin g
Juedhatloy
7148  awsavuninmslyaiy Privileged Session luguuuuves Video Recordings,
Keystrokes Waz Commands 16
7.149  @u1saAunItunn1519991931n Commands, Keystrokes, Was Windows

Events lAluy Free Text Search

o q

Clo 2 &7




7.14.10 @unsneehisede (Monitor) n15149u Privileged Session lauuy Real-time was
anusadinnisidensie (Terminate) 16V Tnefguaszuuiionunginssufiinuni
7.14.11 @wnsonsndeunaziiniziisanmuainwgingsunisidan (Privileged Threat
Analytics) Iimunuatadillfitueehalos
7.14.11.1 annsadmuadeuludensnasunginssumsldnuiidmidsegs
(High Risk Activities) wazuansuaidu Risk Score Lﬁaszqssé’mmu dusvasusay Privileged Session ¢t
7.14.11.2 @ 015093I3A8ULALATIZINGRNTINAISIYIUTY Privileged User
iea1ady Baseline uazudufeuminwunginssuiidaund
7.14.11.3 @wnsansradunginssumsldeuiiiaundld Tavamsa Suspend
Session %38 Terminate Session Msldnuiiulalaesalus
7.14.12 fszuviieenuuuandwiuldlunisslanisninyaraniely (internal User) uay
yAran1euen (Remote Vendor) Tnuianne i et fsszuniiog nielunsansdegruinnsdanis
lngszuuuImsdanmssianiu
7.14.13 srvuithiauedmiumislnuiTundasannsovia Multifactor Authentication
Totld Biometric Mduaruam1snves Smartphone 18 wanas Authentication Tneld Biometric
UU Smartphone #B95835U i0S War Android (usteiios
71414 szuvidnavedmiunisldeinulunesdeslafinasldaiu veN Agent uay
Credential Tunsignleen
7.14.15 Jundnfnsifisesagly Quadrant LEADERS ¥89 Gartner Magic Quadrant for
Privileged Access Management U 2020 v3eluainda
7.14.16 fimsiuvsziudumszeznmlivesndt 2 U dudanniudweununagavig
989lASINTS wazAnENsINNIATITSURAg IR uIluRGeuTosud
7.14.17 fndedoudsidlifudunudmirennuitndninuioamusyisumelng

v

8. dafmunieanSunnuinvasiewziumelianuiayiuiuljuesinyssavinmessszuy
gudoyadunistnassesil 1-3
81 swavduaialy

8.11  auflumseanuuu warWaulsuugmvneenisldau (Ux/u) Wassadaaiu
M3¥ie waasamuAFeIn sl dgnin mony Tuusaziuy mudidmun

812  awwrsauaninan1ulUTUATULIUUTIIYET (Web Browser) UunauRaLnes
dninauetraiesyseneuluiie iuustiwes Google Chrome 12a§9u 98.0 TulU Huusiees
Safari 118594 15.3 Tuly uaziiuusrages Microsoft Edge 16
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813  awnsauanmadowy feiden1vn uasseanidsaiiertesluladiauns
(Title Bar) 16! Tnulaufauns (Titte Bar) uiawduaedosluigniy

8.1.4  msfumuaniuirieyarzdedidennusnlul® (Autocomplete) Tulsiden
Wesnnemwavanlunsiuiternuuazanaufianarniunsiud

8.15 gadoyafiiimsdaivarunsadiesnluzuiuuyedlwd Word, Excel uaz PDF
Ifegnminzansanudeenslunsldau

8.1.6  awnsauansaneih (Water Mark) fisvusluntiaevaagldamls

8.1.7  awnsauirgszuy dendu (Login) ihldszuulddienisuduiaauuuy 2 4u
Two-Factor Authentication Ingldsiaduianizauynn (Pin Code) wazuaundindutiudusnnu 1ty
Google Authenticator, Microsoft Authenticator {Jusiu &

818  nuslaswusiavazsesannsoldduaiilunedenls

82 mitufinuaziiieyadngszuy

821  wwdpwmnindenindiifesnsiudszuuldndiaevanding

822  awninlvditssuulnensainuaring (Orag and Drop)

823  sesfumanifeyadrgsruumu Template 7 {31819 munlifelng woro,
PDF, Excel wag CSV

824  fmheelvifldnunsinasy Sududeyaneumstuiindoyadrgszuugutaya

825  nsvunmiiiifeyavsiesansminieyaldedieeiiesvesioyatin
wansal yara danunsel esdng TnglisesnduluFminieyals

826  aunsofmuamuduiusuazamuiiefesidfedwdos 1,000 s1ensaet
WRANISRI YARA A0TUNTTAI WAYDIANS

827  nuffmusmnudiiusuasanuifresnzioiansouanisensigndafiuly
Tugnudeyauuanadudndenls nsdifeyafidosnisiflinulugrutoya szuvasfesauisaudns

Vo a

wiefiAsdedunsiiuteyaldviug
8.3 Msuansufiurmans
831  aunsauanstmasddyiihaty wiamansaidAty nelinisuanaitoyatin
waednydnveluvasinld elifldvuamsaiiuiemmuuandsesundsiinvestmldodusngs
832  awnsafvusdydnuaiilflundasundanald
833  awseasynasddgiiiaiy nSomnnisaiddyiidesnisiuanua

ao a do dd v = v v Ao L Lo 4
Tudiiu Inenrsadniiunfdesnisluuffiunazszuvazuanatine nietuiimmusdmsumsiuiin

] L3 v dv - LY sy
Imasuazvamsald1fyineInsinednluda
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8.3.4 miﬁuﬁnﬂnﬁw%nﬁsufé’uﬁamsa’faaamﬁmmmmEJmi‘zTaaga“zmms

figndaiubilussuvtiuvnnidusudonts
84  msuswisinmsglénuuazszuugudoya

84.1  awsafmunszuzamslinuesusiay Unydgldauld
842  awnsawindieunsiindeyaldendndnunargls

843  awnsafmunniwihdeld

844  awnsadumbonuiiiliszuulfeddlis e

85 mstuiinuazuansdoyayana

851  msuannafiiindesiuteyaynana nsdiflifinmussyaraTzFosuans
dydnwaluvu Weliildoumauinaeaiinfumela

852  mstuiindnimihfedazsosausouansdnimideliidenls

853  mstuiindwillusramearunsousnduiinduduvessuneld

8.6 mytulinuazuansioyasding

861  annsavuiinuazdniuuseMdumisvesyaratiogluasdnsls
862  awnmluiinuasdniuuseTRlnssaiuvasesdng

8.7  mstufinuazuaniteyamgnisel

s

87.1  mstuiindeyammmisniasfinsiimsueniiudoya e Uszva 55 Y sune
o | s « v
ua auu lavh sialuswdld 1Wudu
A’ P o J ol v v 4’ =
8.7.2  ansnsvyhuiiiawvanisal viewudinldsunansenuldvaneiud

8.8 nisAuMteoya

8.8.1 a'm1inﬁ'ummmﬁuﬁ’uﬁ'ﬁuamﬁammL‘ﬂaaﬂmuasﬂmmﬁaaﬁaﬁswdﬂaqﬂﬂa
wan1sal eefing anufl Jaq waztanaald lagl#Bmsdmiunisiinseideyavuelveg idavialy
Tulasanasls

882  awisaAumfeyas Nt yana eeins guaw 3ale nnisel wavsisauld
Tunsfumadaiion

883  awrsatmuadeulvlunsdumdeya Tngléeulvanieazisenvasioya
figndmivluusiazgndoyals

884  awnsouammansAuMITeyaIntm yana asins JUnw ale mnnsal uax
enulilunineifes waelimssenuuuiivnzausenislda

(& P
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885  @wisadumdoyaninlwddgndaiulilugrudeya 1wy Microsoft Word
(.doc, .docx), Microsoft Excel (.xls, xlsx), Microsoft PowerPoint (.ppt, pptx), Text File (.txt), Adobe
Acrobat File (.pdf fiwan Text) Ifdusenetos

89 mIaTNTEUNsiATIsiveya

89.1  mtuiindeyanemsvzdedimirselvigldnunsvasvuazduduanugnsio
vavtayanewinsimfivlugutoya

8.9.2  anunsamruaianisnszuauns diutu wavSuiinveulumseyd@ionansle
s soeylifluszuuld

8.10 Msudunfou

8.10.1 @nwnsaududiauruvavunedidnnsadnd (E-Mail) n1sududiauluszuy uay
nsudadisukTuaUNAAduY Line Official Account (Line OA) 16 a8 1tiay 35,000 ToA1urafiou
Ineilszeziaansldanusgntes 1 U dudnanfudweuuangaieusdlasins uasauenssunis
avnfuianldnasuiuiiouiesud

8102 awsafmuagusuukayiadalunsuduiouls fil

8.10.2.1 msfmuaypralmnefifesmsiemuuazudaioutnas
8.10.2.2 nmsfwunieummnisaiifesnsinmunazudafeytnans
8.10.2.3 nmsfmuaiuiifosnsiamunazudaioutnans

8.10.2.4 MsimuneIRnIiReInIsRnmLuazuS L fout2ans
8.10.2.5 MsfmusUssanIMifensRnamuazudaioud s
8.10.2.6 mafmuamddyiiresnsianuiasudafiouiiams

8.10.2.7 msAvuntasfissensiiudadould
3 = o P o ' Pe
9. darmunseasBunamuinenziamziunainnuiannssuugiudeyadumsttisesi 4

9.1 sxuviuisanudniunndediauesuladl fewezBeannautfednley dwmeluil

9.1.1  ponuuy wazWaliawnsaldulaluguiuukmuiu Web-base Application

912  @WISOUARINARUUUSUTUIARINTUIAKUNRE (Web Responsive) UL NNy
(Smart Phone) wazuituidn (Tablet) 1dogniiusz@nsnmw

9.1.3  @wmnsauandnan 1ulUsensuIvus1Iges (Web Browser) Uunaufiaines
drfnauegraieeysenauluiae luusriwes Google Chrome 1354 98.0 Tuld Wuustwes
Safari Iesdu 15.3 Tl waziiuusraes Microsoft Edge 16

9.1.4  sgmalfnine (interface) iafufunnssuuiwanniululasems dagldany

Log in Whgssuuiiesasaien
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9.1.5 a1msm*‘ﬁaaﬂmﬁuszmm%mﬁmmaﬁw‘éwaqcﬁﬂﬁamﬁﬁagﬂﬁ

9.1.6 mmsm’i‘iaﬂmﬁ’u;ejwu'ﬁa:gawmsswﬁmﬁagaﬁmms?jn syoedl 1-3

9.1.7  awnsnifenserdudedenusaulay (Social Media) %14 9 w14 Application
Programming Interface (API) i

9.1.7.1 siwdedsaueoulat (Social Media) wnanwasuliuimaiedoules
oya Usznaude iedn (Facebook) vinmes (Twitter) Buaniunsa (Instagram) gy (Youtube)
\Juagraioy

9.1.7.2 \WonroAuriut1a Juneuyla wazfulediuiiv iy Application
Programming interface (API) uazu‘%mi'zh'a'lugﬂu.uua'l%l.aataa (Really Simple Syndication - RSS)
og oy 5 1 Iuled muiigindradmun

9.18 a@wsnsy Umﬁ’ww (Keyword) Wavoauls ¥7317a1 Weuad ammwaua
vudedsnuoaulatl (Social media) g q9 1o

9.19  auwmodnfvieyamudaiuiasdeoyarnensiiitoyas wounn Srmannvang
veslalvd uazfiruilunmsidunnsnafule Fausznouluseteyadmelud + Fuiiteya dommns
vesdedamuooulay (Social media) Aduaia uiateudin (Tag) Y00BYa Uszinvnsiwan siadolwas
neuesneasSentonmuiinanie Snounsveu (Like) Sumdedniiu (Comment) S1uunsuvsiiy
(Share) uazamu3dn (Sentiment) 1wy

- 2110 aunsadsunanauazlinsizideyanufnviuuasdoyatnatsifawnlvg
lagn1sldndnad@nig 9 lun1s3iased Wy nrswanasin nrsmduad s n1swyangudoya
nMImenuduRusyesteya nsmanisaidieya 1udu

9.1.11  dawnsaliasizirninugin (Sentiment) lufumusiunsiifludoyamudniy
uazdoyatnasidounnlg nglilunadmiunmsiinseiteyarualugiivaridilulasansly

9.1.12 mmamLﬂﬂ.,‘wuauamwmmm‘;uasﬂssmwuawmg,amwmﬂmuuas‘uaga
1193 lgliluaad wiunishinssideyanunlugidavhilulasanste

9.1.13  ansoudawwateyaludnvuzvasniwlndifesnisnovauasud wie
\WediSealnl (Near Real-time)

9.1.18  aunsoadnifensivasusisandenm q 16 19y nsnsnaoutonnudoms
NIsuaAININYszNavvIntvg N15USUUTIAYAR (Sentiment) nsamuauindaya (Tag)
NIATINAOURITAUMNG (Original Link) n1sasaaaeudiafiniiiu (Comment) (Hugy

9.1.15  ansauanwatoyaludnvnzusiuayuadn (Dashboard) dwsunisinaule

YDIHUINS




9.1.16 mmsnmvanuwaualulwmamauan 'luanwmvmamsaaaaﬂMaﬂuam

(Export) LLa”msﬁaumamu Application Programming Interface (API)

9.2  szULUIMSIRnISLE aulosdayalugunuy Application Programming Interface (API)

fiswaziBeanmuauifodaton derolud

9.21  Wa APl Gateway Center Wousmsiams APl 983U3N1g (Server)'leuﬂuasm
YBIMTITL API o wLnm'uaa'lusvuumusms'uaavmamuma'l,uuazusn'lsmﬂuaﬂ

922  awsavnauludnuasess Background service uay mm‘lw b3 1171'10'114161
Tnednluimslonindos Server via VM

923 awnsmindr-desendaya Dataset i q Hialudruwos Data uay Metadata
Arunsuszanana

9.2.4 ‘[Usu,n':‘m mmhm1mmem°uauaimﬂ'lmﬁmst'uauim"wmmwauaﬂawma

]

Tnensslagidaunn el 1ite

LY

INAaeafyvesguteyavaremslilifinisdanisdislaenss
NNMEUBNTEUY
925  Tunsiifidsoyahidnise ssuuisvhnmsdsleyalwiliiedaedniut® Tnylisosse
TifldaunddliiGudedoyalmd
926  ssvuszdeddinszurunislunsasiaaevuitteyadumisuarvatenis fiffonn
wmuaunuwnﬂs~n15
9.27  amnininis Optimize seuumsastoyaludmiuiivatemas Tnsaedesdaone
Dataset lmi viseilmnuuandnenindeyaiiiuifleglugudeyatanemainiy
928 @unsnvinig Compress foyaspnireiidsluiiszuuuimsdansgidonilalaeld
Algorithm gzip eiTuseetioy
929  aunsoasdoyaluiuaremly lnefinsidrsiadoyasenirenulagld Protocol
SSL/TLS Version fifinan/asmiie
9.210  sBefumsimuantsReAvIIEUY (Configuration) WernuBavguluntsyha
Tavegretiousastmualim
9.2.10.1 fMwunde Directory #57u57m Data File 619 q (Wadruves Data uay
Metadata) flszvmsdsdayaluliuinig
9210.2 fimum Hostname %38 IP Address vaurS ey Management Web App
9.2.10.3 fIuunALAT K8an1997A15 Synchronize Toyaludavarenials
lagsasfumunandunoiu stedund shediou 19
9.2.11 i RESTRUl Web AP ifaliszuuthidiviaya (AP Data Input) ansnsadaniGentdoy
Lﬁadaij’ayama‘)’mLﬁu'lug'luﬁ'aagamaaTUsunsulﬁ Tnedesvnatidosiinnuants al
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9.211.1 sesfumsvhaniladld SSL/TLS iensdsteyaiiaenity

9.2.11.2 s895UM3 Compress Yayalaeld Algorithm gzip {Wuseraties

9.2.113 seefunisdedoyaianty Dataset Adnsaindoyadnlugrudoya
ihmsamBinaiidesdsdayaifie Update foyalugudoya

9.2.11.4 5893UN"3 Fix IP Address vads iRodestunisdsdoyauasuain
NliUszasaR Tasanansaszylévane IP address

9.2.11.5 sesiumsimun APl Key Wadlflumsdetoyaifiotioatunisdedoya
Vaanngliussasnd g APl Key azfiouiinainnis Random Mishusuandaiavetietion 32 win

9212  dfimsdaifiv Log nsdedayafinmnszuutiidndeyals Invataleedasing

v
+ L

\iudaya il
9.2.12.1 Hu nanfidedioya
9.2.12.2 Yhinuteyafide
9.2.12.3 svevvaniililunisdsdoya
9.2.12.4 IP address vhmsdstioya
9.2.12.5 wadwsnsdsdoya
9.213 amnsouanstIiansiiuins web APl laludhenesing  Tnednisuaniwa
Tuguuures Graph uazmsna feil
9.2.13.1 USuo Request Tuisazainaam
9.2.13.2 USu1au Request weanay User laervussiunufisesnisuansld gy
Top 5, Top 10, Top 20 Wusu
9.2.13.3 U3 Request usnmuuszmefiveldau (gmm Source IP address)
9.2.14  fimsduAu Log msldamuszunluynnsdl Wy n1s Login ihgTusunsumsdans
User #in4 9
9.215 fguaszuvamnsafum Log muideuluildiosnslé i
9.2.15.1 Foildan
9.2.15.2 E-mail
9.2.15.3 $ananiilFany
9.2.15.4 fanssufildans 19y s Login msadha User Msivdsudeyaduin
n15 Request Web AP #iszy 1{udiy
9.2.16 syuuuivnsinminisdenlusieteyaluzuuuu Web Service w3e Application
Programming Interface (AP) az#esiivinegldeuiianansaldauldludnumzvosnsiin lned
TeaziBundail
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9.2.16.1 aenuuy uazWa biaisaldauldluguuuusinggu web sase
Application

9.2.16.2 @130UANINALYY Web Responsive Uunti1aaan1snlny (Smart
Phone) uaziiuidn (Tablet) yuinsng 4 I¥atheiussaninin

9.2.16.3 @unsaudnanarn 1ulysunsumd uus1wes (Web Browser) Uy
rauRImesdtinustntesUsenauludie Buustiges Google Chrome 118584 98.0 Ay 15y
USe3 Safari ef9u 15.3 30l uaziuusuges Microsoft Edge 16

9.2.16.4 agn1eldniinee (Interface) Wertuduynszuuiivautululasinig
mc’f[mmmamu (Log in) Whgdszuuifissndaifien

9.2.16.5 saasumsL‘ﬂa:ﬂmnUssuuu%msimnnsﬁwéwaac‘?lﬁmuﬁﬂaq‘lﬁ

v = ¢ = =3 i ] L4 o é’
9.3  syuuaumteyaiignsmans NeazisunnuaNURag e Awsluil

931  eanuuy uasiauliaunsaldeildlugunuusinuiiu Web-base Application
932 udmIHaUUU Web Responsive Uutieaun vy (Smart Phone) wazufiuisa
(Tablet) vwam « Inetafiuseavisnn
9.33  @wnsoudnsnaiulusunsuuusiiees (Web Browser) Uuasufings
dinnusgradseyszneuluiie uusaees Google Chrome o394 98.0 Fv1y duusmiees
Safari 199§%u 15.3 Fly waziuusiges Microsoft Edge 1o}
9.3.4 eqma‘lmuwa (interface) Wgrfufunnsvuuiiwaniululasems Fagldiany
Wgseuu (Log in) \esndaden
9.3.5 SENSUmiL%a:u‘[mﬁ'uszuw‘%msa"mnwﬁwémaaQ’l'u"muﬁﬁag”lﬁ
9.3.6 iaa%’umsL“‘biaiﬂwﬁ’u‘ﬁjuij’a:&awaaswugw%’a:&aﬁ'hun'mha stoed 1-3
9.3.7 aammuuazﬁ’mmLﬁ'uLﬁwﬁwams‘l%’q1u'szuuﬁum'z'1'aadauasu,amwan1iﬁ’um
'Lﬁﬁmmmmsﬁuﬁams’l'ﬁmuwaaQ’U%Wlﬁsﬁ'ugeLtamﬂ‘ﬁmuﬁgﬁﬁwﬁwum
938  annmeiuvioyaludnumzvemsiumtssmaiien (Single Search) wiansium
Mnievluditmun
939  awnsaudssmansaumliluviinedion lnediseasiSonsed
9.3.9.1 deyausyiAyana
9.39.2 deyausziResrnsvieliiyana
9.3.9.3 dayaivanisal
9.3.9.4 doyaalid swadinTe
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9.4 STUUT WU MITUHUIWS (Executive Information Dashboard) {3 18az18umauaus
ot atlon dsioluil

9.41  sanuuunazWau e saldauldluguuuuninubu Web-base Application

942  uAAINALUU Web Responsive UunTN90au15vinu (Smart Phone) wazuiiudn
(Tablet) vnasns 9 lapereaiiusednsnm

943  awisoudnInan1uTUTUATNIVUIINGDS (Web Browser) ULADUTR 21D
drinaueyetieaussnauludie Juusiiwes Google Chrome a4 98.0 Fuly uustees
Safari aiu 15.3 Tuld wezuusniees Microsoft Edge 161

944  agmuldintiee (nterface) iWertufumnssuuiivanniululasinis 4 gl
wigszu (Log in) ifBsnTaidies

9.4.5 saa%’umst"&‘iaﬂaaﬁ'usswu%msﬁﬂnwsﬁwémaauﬁ%awuﬁﬁaq“lﬁ

9.4.6 saﬁ”umm%auienﬁugwu‘ﬁaagamaqssuugwﬁaz\;aﬁmms*z}n seordl 1-3

947  awsaduaueteyaluguwuuvadunugll a5 guAmw uammuﬁqﬁmiamwﬂ
Tudnwauzyss Dashboard wae Report

9.4.8 mmsm‘?‘]’aﬂmﬁussuu‘ﬁ_mﬁagau,asﬁn15ﬂ%’uﬂ§aiaga'lﬁﬁﬂ11uﬁ'uaﬁa
wuudnlugda

949  anniminauesierudeyayrna a3fns wen1sal ilulazsieusung S1uy
Dashboard salsitiosnda 10 JUwuy

9.4.10 @nnsnsesiunsaeantdeya (Export) Uuuulwe POF w3alwdzunin JPEG

9.5 sxuvinmuynravisasfnsitvine lnefiswasidenquautfodaes deluil

9.51  sanuuy waziauilwausaldaulaluguuuuriuiu Web-base Application

952  UARINAWUU Web Responsive U 1a0ausving (Smart Phone) waguiiuidn
(Tablet) vuinae 9 lapgradiusydnsaim

953  @wnsauaninan1ulusunsuiivusinees (Web Browser) uunauRaines
dninausintesysenauluime Iuusiiwes Google Chrome 1a$9u 98.0 FulU 1Suus1Iees
Safari vesd 15.3 TulU waziuuswes Microsoft Edge 19

954 ognigldiminen (nterface) Wentufumnszuuiiautululasems Jeglio
\ihdszuu (Log in) tiesnsadien

955  sesfumsilienleatussuutimsianisavisvesdldaniifedls

956  sesfumsidenlesiugnutoyavessyuugudoyasuntstn svevd 13
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958  a@mrsouaninnuiad aulnivesyanaludnyuzvoanwlainisiva (Flow
Diagram) WazN1sWaARINaUULNYT GIS MAP 16

959  amnsnasUseandusvesmnuadeulmnuesynna Wy naswveyaRaiidumaty
wareannfiufivdmanglugaenatiitmus S1uuantui u3aignsaifind ulugediyaes

&
Wiangegluiui
9.6 usUndlatuszuugutoyanunsun nelisteazideanuauifedtos nelull

) v P - . &
9.6.1  sasFuMIldauuuszuuUfuRnTg 105 12.0 TulU waz Android 10.0 BulU way
o n13lYanwzes Native app _
9.62  eBALUVLATNALNANANVTIAeMIHIUTsUUAUTOY LA LULAAINANITALU

dvi v o

Willanumngausiamsldanuvasuimssedugauazdlinu mungindeivun

u

963 sesfumudenlesfugudeyavesssuugrutoyadunistn seoed 1-3
9.64  awnnAUMTBYAlUENEMEYRINITAUMNYINNAET (Single Search) W3an sAum
ndeulaiiimun
965 sesfumsidenlesfussuuuimsinnisavdvasfldnudistegls
066  annsnuanswantsium Tnolivoanden feil
9.6.6.1 veyavsziRynna
9.6.6.2 toyausyiResrnsvielifynaa
9.6.6.3 Ueyaman1snd
9.6.6.4 Toyaald Ienuaswi
967  awnsadendu (Login) iildszuulddenstudufauuuy 2 $u (Two-Factor
Authentication) ngl§swaduiawzauyan (Pin Code) sWadmiulinfaidien (One time Password)
H1un19aanuedidnvnseidnd (E-Mail) uazuaunaindudusudinu 19y Google Authenticator,
Microsoft Authenticator Jusiu
968 awnsauduitouteyariiasiidamunls e
9.68.1 msmmuayanarivefidisan siamuLazutuReutIaNs
9682 mstmuafeumNsAifiFaIMsAnmMuLazuSIRauT1IMS
9683 msfmuauiififaansinmuuazudaieutnias
9684 msfimunasAnsiiFosmsAinmuuazudafiousnans
9.685 matmuaUssiaminiideinisinmunazudadeutioans

9.6.86 NISHIMUARIERYARDINIARAINLAZUAURBUT IS

° ' = v v v
9.6.8.7 ﬂ']iﬂ']WUQ‘UENVI'NVIWENﬂ'ﬁIVILL‘\NL?\@U




9.6.9

ansnimuaziuuusazdeulvlunsudadeuls usgnoudin annsoudadan

MLV B LA NVSaTing (E-Mail) n1sud wfaulutaundintui vaurdu wazn1susafouniu

waundwdulad (Line)

9.6.10

MUTLHLLIAAANAUR

ruUasaann1sitaudalud® (Automatic Logoff) iialaifinsldaussuu

10. Yavunmeandeanuingeinmgunsal asfusineuioanes uazvendiaddig q vasszuy

FuteyanIuM v

101 stwnsgunsaluazajiutireuiineivasssuugiutoyadunisindisedosdndu

Ly

U1393nw

o ¢ v ¢ a ¢ v v \
AN 2 : Tlﬂﬂ'ﬁql]ﬂ'imLLa:’:ﬂiﬂm‘nﬂaﬂJW?Lmas‘l]a\ﬁSUUﬁ']u‘Uaﬂ;l‘aﬂ']uﬂ'ﬁ‘lﬂ')

a1u 58015 21U VIUYLEaUNINY LavAgAu

1 | fdwmiuRauniosainieviin 19 SGH826T1T0 7440-015-0104/62
Blade (Enclosure/Chassis)
fe HPE {u BLC7000

2 |wwnesiedoweuiumesisine | 3 qn SGH826T1VA 7440-024-0031/62
%ila Blade B¥e HPE Ju BLAGOC SGH826T1VE 7440-024-0032/62
GEN10 SGH928Y9PG 7440-024-0034/62

3 | gunsaidwmiudaivdeyauuu 2 9n 2568268009 7440-039-0005/62
Aeusn (External Storage) B 2569278032 7440-015-0116/62
HPE §u MSA 2050 SAN DC SFF

4 | gunsaiadudtyeyins (SAN Switch) | 2 9m CZC8192WUP 7440-029-0034/62
ffe HPE u SN3000B 24/12 FC CZC9222FSP 7440-015-0114/62
Switch

5 | aunsalinszanedyyin 2 9 SFD02225E03Y | 7440-029-0035/62
(L3 Switch) vu1n 24 %93 FDO2325F1GL | 7440-015-0115/62
e Cisco Ju Catalyst 3650

6 | qunsninseatedyeynlSay 49 KWC251706F2 | 7440-015-0116/62
(Access Point) WU PoE KWC232506)2 | 7440-015-0117/62
o) Cisco ju Aironet 1830 KWC251706K9 7440-015-0118/62
Series Access Point Ltasqﬂﬂssﬁ KW(C251707C1 7440-015-0119/62
3¢lW (Power Injector) TWgunsal

‘.'J‘ I ‘}‘
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| d6iu 39935 MU visnelavinnu YA |

| nszwaedyyInulsany
(Access Point)

7 | qunsalffostuedotine (Firewal) | 19 | FG100ETK18003518 | 7440-037-0009/62 |
f9%0 FortiGate Ju 100
8 | gunsailasiunisyngniiuled 190 | FV-1KD3A16800374 | 7440-037-0010/62

(Web Application Firewall)
§ve Fortiweb §u 10000

9 | auBvigenArTsruuLAns 1 - 7440-041-0482/62 |
drwnasdmiuedosmeuiimed | License

w@iiou Wsunsu VMware vCenter 6

Standard for vSphere
10 | AvAvisvenduassruuuivny 4 : 7440-041-0483/62
inSesnsuiamefiaiiou License 7440-041-0484/62
1Usunss Vmware vSphere 6 7440-041-0485/62
Standard for 1 Processor 7440-041-0486/62
11 | fndidlufusesmnaniasnii 1 Tonasu - .

a = 4 I3 L4
dianmmsatindvasiuled

12 | Avdivicvawduasuiuisdanis 30 gl - -
WsunsutestulSareuiiaimes
Kaspersky Endpoint Security

For business

13 |iSesfuniviiniaiges 9126 2m CNBBLIFJWM | 7490-007-0276/62
g HP i‘u LaserJet Enterprise CNB8L3G49X 7490-007-0277/62
Mé608dn

14 | wSesiuwuliniaiges @ 1 9 CNEKL7R7YR 7490-007-0278/62
fivn HP Color U LaserJet
Enterprise M855dn

15 | irSaswneuiainasdmsu 15 9 SGH826QZB1 | 7440-001-0552/62
NuUsEInana e HP SGH826QZB2 7440-001-0553/62
q'u EliteOne 800 AIO PC SGH826QZB3 7440-001-0554/62

SGH826QZB4 7440-001-0555/62
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Ty $19M13 | Swaw | wneevid | L—amqﬁaﬁ |
i_ N a | scHB2607B5 | 7440-001-0556/62 |
SGH826QZB6 | 7440-001-0557/62
SGH826QZBT | 7440-001-0558/62
SGH826Q7B8 | 7440-001-0559/62
SGH826QZB9 | 7440-001-0560/62
SGH826QZBB | 7440-001-0561/62
SGH826QZBC | 7440-001-0562/62
SGH826QZBD | 7440-001-0563/62
SGH826QZBF | 7440-001-0564/62
SGH826QZBG | 7440-001-0565/62
SGH826QZBH | 7440-001-0566/62
16 |inFesnenfiunesiintndmsy 590 5CG8274LQZ | 7440-023-0368/62
dtinawy B¥ HP IDS DSC 2GB 5CG8274LR9 7440-023-0369/62
i7-7500U 348 G4 BASE NB PC 5CG8274LRS 7440-023-0370/62
5CG8274LS5 7440-023-0371/62
5CG8274LSD | 7440-023-0372/62
17 |inosdhsealnihh ounn 10KVA | 1@ | 1806341029A0001 | 7440-018-0033/62
(sruulvih 3 i) Bve Syndome
U HE-COMBO10K
18 | in3esdrsnalwi vuim 3 kvA 19n | 1910320317A0006 | 7440-018-0044/62
o Syndome Ju HE-3k
19 | gunsainseugansusdmguy 19n | 7460-041-0487/62 | 7440-041-0487/62
AuAN1sUsERUNlnawuy
wanegm (MCU) Bve Avaya
U Equinox
20 | gunsalmIuRu UAZSTULUIMS 19m | DB-VWC2-M4-C2 | 6730-018-0008/62
IMNFUNAUBNTUARING
(Video Wall Controller System)
Bve Digibird u VWC2-Ma K
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@] vems | weu | vaneevidu | evegiest |
21 éﬂnsnﬁaamwiﬁ‘lmaaé (Video | 4%n | OGEBHNIJM300008 | 6730-019-0004/62
Wall Display) 06EBHNJM300022 | 6730-019-0005/62
8o Samsung Ju UD55E-B 06EBHNJM900026 | 6730-019-0006/62
06EBHNJM900004 | 6730-019-0007/62
22 | gunsnlRenmiiiuanina 2 9 905INZY1F797 | 5820-005-0110/62
8o LG u OLED65BBPTA 5820-005-0110/62
23 | ssuuihseuaruduion 19 | 5820-018-0055/62 | 5820-018-0055/62
8alusi® (Environment
Monitoring System)
Ev VUTLAN $u V1825
24 | szuueuaunisiiieendnluli® | 3 qn UGB061804022 | 5820-018-0052/62
(Access Control System) UG8061804023 5820-018-0053/62
gvie HIP §u Cigo6U UGB061804024 | 5820-018-0054 /62
25 | needlnavieniaeesle (CCTV) 44 | 1GO19CCPAA00002 | 6720-010-0123/62
B¥o Alhua Ju DH-IPC- 1G019CCPAA00003 | 6720-010-0124/62
HDBW2101RP-ZS 1GO19CCPAAO0004 | 6720-010-0125/62
1GO19CCPAAQ0005 | 6720-010-0126/62
26 | gunstiufinnwkuiASete 19n | 3J00DACPAZDE8D8 | 6720-008-0031 /62
(Network Video Recorder) ¥
Alhua 3u DHFNVR4208-8P-4KS2
27 | wEeAmsdanisunnd Bve 1 90 4618082539 7430-005-0218/62
BAVO Fax Server Ju FG40
28 | AmuguMsaTUNISeTUYes 19 - -
iW3esuiumnie
29 | A3eeUsuaInd vuA 51,500 4 4n 9280031 4120-001-0404/62
BTU e Carrier 9280032 4120-001-0405/62
U 42TBU04B1CP/38TBU0481A3 9280034 4120-001-0406/62
9280036 4120-001-0407/62
30 | iASeeUiuaInia uu1A 30,000 2 4 44VE8598958 | 4120-001-0381/62
BTU ¥ Carrier 44VEB598961 | 4120-001-0382/62
4 42VLGO10X110
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10y F8Ms $wou | wneaeiiy Lawﬁqﬁ_'mv‘n
31 | wneusuernia wun 24,000 2 Y 7016505204 4120-001-0384/62
BTU &via Carrier 7L16505205 | 6120-001-0385/62 |
U 42CLG008X110 |
32 |ipdesUfuennim wn 13,000 | 14n | 44VC8596827 | 4120-001-0383/62
BTU §ivia Carrier
U 42VLG004X110
33 | inSpsneniumesusitieuuy 4 Y SGHO049YS6) 7440-024-0041/64
Hyper-Converged S0 HPE SGH049YS6H 7440-024-0042/64
U ProLiant DL380 Gen10 SGHOA9YS6G | 7440-024-0043/64
SGHO49YSE6F | 7440-024-0044/64
3¢ | guniailestumsynynieiedis | 1@ | FG101FTK20007729 | 7440-015-0163/64
(Firewall) 8 Fortigate Ju 101F
35 | qunscinsynnedygiuuu 10 | 19 TC3720300495 | 7440-015-0165/64
Gigabit Ethernet Bvia Juniper
JU EX4600
36 | qunssinsyanedyyiid8 Port | 1 m JX0220400952 | 7440-015-0167/64
8Vie Juniper u EX2300
37 | qunsninssaredeyyini 24 Port | 1. J20220440523 | 7440-015-0164/64
e Juniper fu EX2300
38 | gaunSerufinlni 190 6115-001-0002/64
- injesriudalwin e 118419418
Cummins u C110 D5 110kVA
- gUnsalaindduiudsuna L20M853709
§nluslf@ 8% Cummins 400A
- sEUURUINASLUUMIBN 20-23005757-1
BV Hifog Ju MAU
39 |iSesdsedlwih i 20 VA | 29m | MU27UT378390002 | 7440-018-0046/64
Bvio Riello Ju MST20 MNO7UT503360008 | 7440-018-0047/64
40 | sruudivennAuuumIUAY 29 57117413 4120-001-0454/64
ANuuSHlLR B Stulz 57117414 4120-001-0455/64
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ddu  wens | Swau wngavii | La%gﬁ'mq : !
41 [ n3esiueinAnuuLenaIy 19 £005143 4120-001-0449/64 |
8o Daikin wuia 20,500 BTU
42 | wEesUsummauuuwsndon 4 90 | E008992 | 4120-001-0450/64
8¥e Daikin 4uIA 15,000 BTU E008993 4120-001-0451/64
E008995 4120-001-0452/64
E008997 4120-001-0453/64
43 | svvuhseTuasudaiou 19 3110-0000-0000- | 5820-018-0073/64
daludiR (Environment 1887
Monitoring System)
f9fe Packet Power
44 | szuumsndumsiatuveni 190 | 2020ADBRO680 | 5820-018-0066/64
fvie ELSA
45 | szuuariduaiulranulige 1 %A 201390711010 | 5820-018-0068/64
§vfo STRATOS
a6 | szuunumdsnhuifisemsavan | 1 ge AA975235 5820-018-0067/64
(Clean Agent) Novec 1230
47 | ssuumvauansitr-eendelui® | 4 g 538851509 5820-018-0069/64
B Suprema ';'u BioLite N2 538851511 5820-018-0070/64
538851709 5820-018-0071/64
538851720 5820-018-0072/64
48 | guasnituiinnmeinuaene 19 AVR2821010001 | 6720-010-0128/64
(Network Video Recorder)
8¥o Divio Ju SRA311-008P8
49 | napalnsvimixastauvunieuen | 4 ga 191100160 6720-010-0129/64
81A13 8% Divio fu NBR525P 191100162 6720-010-0130/64
191100181 6720-010-0131/64
. 6720-010-0132/64
50 | ndedlnsviminasUauuumely | 4qn 200300058 6720-010-0133/64
91A13 8%e Divio $u NDR554P 200300077 6720-010-0134/64
200300078 6720-010-0135/64
200300082 6720-010-0136/64
=) et - h
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ddu ]  mems | swou | weeevii | La:u;a%mv?
51 | avAvBsewduiduouas 190 e 7440-041-0513/64
ﬁﬁuﬁaagaszuu Vmware Site
Recovery Manager 8.x
52 | Avviseeninidamsdsestoyn | 1 m - | 7a80041-0511/64 |
Veeam Availability Suite 11 J

102 msvpshwgunsniuazagineineninmesvesssuugudeyafunistn auansed 2

’
L -]

a19uf 1-16, 33-37, 51-52

LY LY a

1021 mumsi 2 sren1sgunsaliiuil 1-6 §Fudredesdamuseiunistzeinm

3
gunsaluazaging lnefiszesanissulseiuethaton 1 3
1022 aums1ed 2 semsgunsaladudl 7-8, 34-37 TR G RRE AL IVAE S LY
(MA) uuu Bundle License lneilongnisurgasnwetistios 19
1023 muasef 2 Sensqunaldndudl 9-10 , 51-52 f5udrasesulinveurlidne
lunshsagmisatvayunisthgedhw License voswansinns Wuszezioa 1 3 uaedufunising
License Usenaume
10231 AvAnSzewdursssuuuimsdunatsdmiuiaiswmeriunefiafiou
TUsuNsy VMware vCenter 6 Standard for vSphere 914U 1 License
10.2.3.2 AvAvdeewdasszuuwithaniesnoufanediadou VMware VSphere
6 Standard for 1 Processor $7UU 4 License
10.2.33 ﬁmﬁwéﬁawﬁm{dwsamazq’)’ﬁm’faga'ww VMware Site Recovery
Manager 8.x 972U 1 License
10.2.3.4 ﬁ‘uﬁw‘éﬁawduﬁa‘fmnwse‘hsaﬁaga Veeam Availability Suite 11 47Uy
1 License
1024 mwmseit 2 sTemsgunsaidaduil 11 §iudrafesindeluiusesmmiaende
dulinvsefindvesiuled S 1 Tau Ao niccgoth uaBinddlyususedlifudaate Toedlnnuainid dof
10.24.1 Wuluusesmudasaded dnnseiind eI eaysidlae ca
(Certificate Authority) SuseInImYaanglun1nd1sWa-nansWadeyaniaszuy SSL (Secure
Socket Layer)
10242 sesfumsshwiarulasndslunisindedearsuuszuudumediiin

(Internet) Tnanmsi3enldriulusineea https warilszavainisléaylietetos 1 Y

10.2.4.3 fimsasaadeudeyaiiveslaun (Domain Validation)
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10244 Wulususesitaseungulaunteslisriadagluiuses ss. deoslugm
10245 saeiumsldanuuudswoeslalisdn
10246 sossunsldamuuszuuufuinmslalyddn
1025  mumsit 2 srenisqunsaldndiudl 12 Aiudnazsinsdoniglusunsutloatiulasa
Kaspersky Endpoint Security for Business 31uaulivasnda 30 6Ly (User) Taediszozinainislday
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10.2.6.1 s‘i"%'m'mw'faqmsmaauuazﬂﬁqs‘hmL'ﬁaﬂaqﬁuqﬂnstﬁuamqﬁm%
Aouianed annsaldaldmuuni uasiivseavsnm
10262 fiuddeamsivaeuuasingssnmanedyyinlives wavanedygo
UTP fideusiogunsairing q meluies Data Center uazinsguduaniudsuteyatnas ldew
Iimuund
10.2.6.3 ﬁ%’ua’f’mv'faw'hﬁmmmmsﬂ%’w?q Firmware vaspsfinsinouiiines
ILEL RN (TRH NS I wemdndusiagainaveuazuddligirdrmswately 15 Yunds
mnwuswmwawamnmmﬂﬁvmﬂﬂiwiq Firmware
10264 3udanaslimusnwiuasandunisUTuUa sud Configuration
uiBUTUU3 Firmware vasnsinsinonfiomes unsvenduas Tnglidnelénoiandy nely 15 Sy
ﬁvawni’uﬁlﬁ%’uuﬁ'zmn@'ﬁﬁwL"iutwimiﬁwLﬁumiﬁ"’uﬂﬁaﬁwﬁﬂmﬁthﬂﬁﬂwmqﬂnstﬁﬁﬁﬂﬁlﬁmmsn
suilunsld wienisuSudsusn Configuration AABAIUNITUTUUSI Firmware #Ina 1 a19dna
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v
2/ v

A eisan

10.2.6.5 fiuindsmmarevanusmsinuvenaSesiud aeiamesuuudis
uaznoufunasTinn mumsed 2 ddudl 13-16 Taefinmshamwareranteuenliwdoylday
leimuund Ei’w%’umuﬁqmas’wu*uﬁaiﬁsﬁﬂssai’wehuqﬁma dWIINATIVABUANTUE ATV
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FOWAWS lumssnmnedidnvselind Usznaudy
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2) $NUNINTINEBUAAIUE NSRS o MslivwenIveIsyuL
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3) TIBNUMTATITABUANUEMIVUBISTUULS IS AN SRS it e
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4) 318UNTTATIVABUANNULNITYI N IUYBISEUUABNR UAD T U 18
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Uhgednuszuumahauiugiuressruuaesiunesuitoadouliviheuldiduund sgraoy
1 adsreiiou
5) ienunIaTRasukasU S waed e’ uaraedygin
UTP filousagunsaising 4 meluvios Data Center wazasausuanivdsutoyatnans sghaifes
1 afiluseu 3 oy
6) S1EIUNITATIVABUANIUENTVINUVBIUAT DIRUW ABLRMDS
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10.6.1  msugesnwndedeeriu (Preventive Maintenance: PM)
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(Fuse) 4) ainddianinay 5) unsmununsuiugumgfivesiadealivenid 6) aslnin uaz/vie
aedygrunslugmuanisadunishaureuaissiuenia

10612 fFuindonigssnuietensuane feil
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14.1.1  @nasununIsAiuanu (Project Plan) Muvaulwan1sA N uIIude 5- 9
TngazdasszyTofinnssn swosideavesiianssy aruiderlosvesionssu HIUAATaY Sveze
MAluAenssy FuiliGudu-dugn uavnadnsililuuiasianssy
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14.2.2.1 Module/Function Description
14.2.2.2 ER Diagram
14.2.2.3 Database Schema
14.2.2.4 Data Dictionary

14.2.2.5 System Design Specification
14.2.2.6 Flowchart Diagram

14.2.2.7 Screen Design

14.2.2.8 Network Design
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14.2.2.9 Server Design
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20 | gUnsaimuAN UaESEUVUIMNTIANSUNAUDNSUARINA 0.0350
(Video Wall Controller System) Eitta Digibird §u VWC2-Md

21 | gunseivenwifleread (Video Wall Display) 0.0350
fiwie Samsung Ju UDS5E-8

22 | qunsalRanWRILARING 0.0175
fivf LG Ju OLED65B8PTA

23 | szuudlisziauasudafiousnlui® (Environment Monitoring 0.0700
System) Eve VUTLAN Ju VT825

24 zuumuANnsd1eendnluli (Access Control System) 0.0175

S HIP Ju Ci806U
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25 | ndedvsimtinnsia (ccTv) ) 00175 |
f9f Alhua u DH-IPC-HDBW2101RP-ZS
2% | aunsaIiuvinawiuIATeY e (Network Video Recorder) 00350
80 Alhua u DHI-NVRA208-8P-4KS2
27 | inSeauimsdantsuing Evie BAVO Fax Server Ju FGA0 0.0350
28 | gmugunisadumaiheureaniasuiueine 0.0700
29 | \AdesuUiuennia wuim 51,500 BTU 0.0700
fe Carrier Ju 42TBU0AB1CP/38TBUOAS1A3
30 | irfesuiuainie wuia 30,000 BTU 0.0175
B¥o Carrier $u 42VLGO10X110
31 | iA3esuUueInm YA 24,000 BTU 0.0175
f¥fe Carrier Ju 42CLG0O08X110
32 | \wdasUSuenie wunm 13,000 BTU 0.0175
e Carrier u 42VLGO0AX110
33 | IndesnauRumBTIsiUIBIUL Hyper-Converged 0.070
@%a HPE Ju ProLiant DL380 Gen10
34 | gunsnitfesriunisyniniaSetie (Firewall) 0.070
§¥fe Fortigate u 101F
35 | gunsainsyaredtyseuuu 10 Gigabit Ethernet 0.070
8% Juniper §u EX4600
36 | gunsainsyaedtyos 48 Port ¥ Juniper Ju EX2300 0.070
37 | qunsainszanedtyyios 24 Port Bve Juniper Ju EX2300 0.070
38 | yaundesiudalvin 0.070
- st udialwitr 8% Cummins §u C110 D5 110KVA
- quAsindduIAUMERTuTR B Cummins 400A
- sruuiuwasuuviamii 8ve Hifog fu MAU
39 | insesdisedinih vuin 20 kVA 8vie Riello Ju MST20 0.070
20 53UU1J%’Ummﬂu,uumuqumm%ué'miuﬁﬁ 0.070
Q{‘S,f: )8 ‘€%
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f4e Stulz Ju ASD221A - -
a1 | wiesuiuarmauuuuendau Eve Daikin 4u1e 20,500 BTU 0.0700
a2 | wdouoimauuunendau §%e Daikin wu1a 15,000 BTU 0.0700
43 | syvuhsziuasudafoudnluli® (Environment Monitoring 0.0700
System) fvia Packet Power
44 | sruupsradumsiauvenii Bvie ELSA 0.0700
a5 | sruunsreduniulweuloge Bvie STRATOS 0.0700
46 | szuusumdidnludneansazea (Clean Agent) Novec 1230 0.0700
a7 | seuumupumsidn-eendnluil@ BWe Suprema Ju BioLite N2 0.0175
48 | gunsaiufinnmenuaSatie (Network Video Recorder) 0.0175
% Divio Ju SRA311-008P8
49 | ndedvnsiimhsasauuunieusnenas Be Divio ju NBR525P 0.0175
50 | ndednsvimhsasdauuumelueims Bve Divio Ju NDR554P 0.0175
51 | Avdvisvendwddsewuasjfudeyassuy VMware Site 0.0700
Recovery Manager 8.x
52 | BvaAviswenduridanisdisestieya Veeam Availability Suite 11 0.0700
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ASU = 0.1 x (Frnudalusiadasiifiuiivun x Amdnag) x vesyamdyaane

aeiu 51813 A6
1| svougndeyadumstnstesii 4 0.930
2 | \esreufamesuitneg LUy Hyper-Converged 0.930

3 | qunsainszedeyqiniuuy 10/25 Gigabit Ethernet yua 48 Yaadtya)o 0465 |
4 | indewmeuiinnesudvie dwiussuuinsinsadulunii (Face Recognition) | 0.930
5 | gunsailesiuiaiatie (Firewal) 0.465
6 | gunsaidmiudnifuteyanisesesiaierisuuusiugue (Centralized Log) | 0.465
7 | ygunsainfessastiauvuindioud 0.250
8 | meufumesuiiuién (Tablet) 0.250
9 | avdvsrewdnrfsruuuimsianisgrudeya (Database) 0.930
10 | Avaviswandurfszuuandinsandulumth (Face Intelligent Recognition) 0.465
11 | SvAvisgerdurseruthevsidousa 0.465
12 | BvaAvivenduasysanmstoya 0.930
13 | Avdvdveninsuimsdnnistoyarunlvg 0.930
14 | avandeenduidestubiansuRauneidmiuinfiuuiniasnoninmes | 0.250
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15 | Fvavdvondnsuimsdanisarulaenivesguassuy 0.465
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1. vaninaueinmsuszfiuauseavsnwaaTan (Price Performance)

1SR TULN15UTENINTIAT d1TnU1InsoIuveend agldndninusinisusediu
AMsEdvBnmseTAN (Price Performance) Tnefiannliazuuuniliadevd nuasiwminmuiisvun
o

1.1 inausisimn dvumimiindesas 30 Tnewdninasinnsiazuunsia (Price) ulumuns
AmnnvesTuuNIindedndumeasgiesidnvselind e-GP wsansutyinan

1.2 iInuvinunw Amusiwiindesas 70

1.3 anudviRasuiemzdoiauovesdiueidued rudarmuatusimndenurouin

MsANEUY (TOR) Wity
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aog (S SEE TR S GRRE I thwiintouas
1 | msUszdiumamsuuRnuvesgusenauns ' 20.00
2 | Yeiaueiuweila 45.00
3 | dowauedu 5.00
3 70.00
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Yeyavunlug) (Big Data) Fruarutiursvionisim
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3 | enwaunsalunsandngeduluwin 7.50
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