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RHEL, SLES, Ubuntu) 16 .

7.1.3 anusatlesfunisasunsinne Iagld unload password wie maintenance token ¢

7.1.4 fwalulad machine leaming ens23du known, unknown malware uae adware

7.15 fimelulamanmaiudeanaumialaussandeyasivsdnislaud indicators of
attack (I0As) n3031As1gvingAnssutauad (behavioral analysis) 1 emsavdusiauafisenanld

(ransomware) wagn1slananlavesiaeusiranivadaya (fileless attack)
| 7.1.6 anunsatesiunslaufrumegesinild (exploit blocking)

7.1.7 feafiszuuimnseassanaumslawes (threat intelligence) ietaenganisviiaui
Anundld Inesaseglungusin (leaders) 483 The Forrester Wave #iu External Threat Intelligence
Services U 2021 #39ANIN

7.1.8 annsatesiumavgansvheuveslusunsuiun (agent) wndlivie process Juq ¢

7.1.9 aunsaihnsudaieudguassuulunsdifinsranusisanausms email 1

7.1.10 S2UUTUIEUD RO4d1UITOUARY process tree 38 threat graph LA BUARIAT1Y
Feulswweswsay process fiAeadasiu malware 16

7.1.11 ansathdeyamaudaieusoanmumaleiuss (alerts) uuvastvegluzuuuuves
MITRE ATT&CK framework ehesemsiemudila

7.1.12 annsadiansieussszuuiaIetne (Network Isolation w38 Network Containment)
YpLATBIGNTNY Wedianansgnuiiintuneluszuuiaietels

7.1.13 aﬂmmwamaﬁvaﬂﬂa (remote) lﬂm‘saqaﬂ‘uflmwamnﬁ Run maa‘lunszu‘mmsw
| wuddnunAuvuiedesgninels

7.1.14 @1130d9983an1399195M19A0UR U3 (logs) ludeszuuuimsdanisdoya
N395195eABLTRINES (Log Management) %138 SIEM 161

7.1.15 @509nrs1891un 15059 uieanAmIuwuUTIe i SedUnm wasseiioula

7.1.16 anunsaufiudayanisldau (activity) veainIasnaufinmesgnane (endpoint) sinaq
waz I IATIZIMAEANAILWUY Realtime 16

7.1.17 fiuimenmnasusanauiiiniuluesdng (Threat Hunting) TN uewansasilag
¥91u Real Time 24/7 uazdl Email ileudasiounasagusomnauiidatulifugquassuuls Tnglsl
Hosdinoulvaiuiy .

7.1.18 TUsunsuiiauedessasuileidusnegdail Tnsanunsadiudia Subscription lély
suan war feudundndasiiitiAseanentsénifenty '

- Cloud Workload Protection
- Cloud Security Posture Management
- Identity Protection

- Log Management
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7.1.19 fauesmazfedldsuntsuiwiaduiunuinnigegralunimsanuignidives
Wansina
7.1.20 fidvAvsnisidaegeies 3 U

7.2 Wsunsuusuugsenduwasdnludfaneudnans d1uau 1 Tsunsu

] L2
= =

7.2.1 szuuraniuasudlviedivuanedeadidnwueidu Virtual Appliance ifnss OS,
Database waziganswisszuunsauldnulaviui

7.2.2 @130 Hardware Inventory, OS Inventory Ilnedauansasingg 1éun Seral
Number, Hardware Brand, Model, OS Name, OS version , IP Address %aﬂtﬂéaaﬂauﬁﬂmaﬂﬁ

7.2.3 @130 Software Inventory ls'ﬂﬁaﬁmuamﬁaga Application Name, Application
Version, U RAR Software, 9742U License ﬁﬁagj, $1u7U License Ml#lUsuau License
finunde uaranunsansininmuivesnsld Software Windinsideinds

7.2.4 fiszuudafivAuning Aaunsoadlssiandunindsinagld Tnedesanunsadaiiu
anusredUNINg gienses ﬁ'll,mﬂaﬁaq' wazanun3aad 1 Field Adpsn1sdmfuegnedufianduld
AEnULDIlUNMBNAY .

7.2.5 annsodlusunsuluindariosmoufiunosiianiaios uaswiouqfuianguls

7.2.6 §5¥UU Patch Managément dmIussuuduanis Windows, MacOS i onsa980U
wazds Patch U Update Surasmauiinmesluniodrgldnaonnamniiedodmidnanlussuunie
fin1snau. Patch tuqeenly fawvinas Update Patch Tnednludfmesivasssuuiedlagliandonis
ynauey WSUS

7.2.7 5993Un"3 Patch Software #iu 3 Party Application 284 Vendors 3 w9 ALy Adobe,
Apple, Google, Oracle wag Mozilla et

7.2.8 5895UNNSATIVABULALATIATU Vulnerability Scan maqmémqﬂ‘dﬂamﬂumﬁﬂﬂﬁ e
Tuduvestoya Catalog ldnr9a0u vulnerability 794 #a389371n OVAL (Open Vulnerability and
Assessment Language) :

7.2.9 fszruumuauiaIssreuinnesainszerlna (Remote Control) fianunsafaninee
AléduieliauatiouiyminTesreuiiamesld |

7.2.10 @unsauansusedR (history) veq A3 asnauRamesls 1y dlefinsneunisinga
TUsunsu %30 ﬁmmzaqﬂn‘sm“lmﬁammﬂ?mﬂauﬁaLmﬁ

7.2.11 awnseaianguvsaaissreuianesmuieuluiifmun Wy sy IP Address, mu
Hardware Model, audelusunsu Ieiduegreios

7.2.12 TUsunsuaauny (agent) ANUTOANG 9 WALYNIUVUITLUUUHUR N1 Microsoft
Windows 7/ Windows 8/Windows10/Windows Server 2012/Windows Server 2016/ Windows
Server 2019, Mac, Linux 191

7.2.13 flssuunisudadondsgen n3onu IT Request sineq AlMd Mt Aianansaduiinge
dausienssewenisldusnng iesrldanunsafinniy anuray Asuinvaula wiausanunse
ganTenUNsLILdoudgenla way IT Services Desk Aavamnsaitilganulanssuiulalitssnia
50 Users
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7.2.14 seuuResanunsafiazadne Knowledge Base Managemenit Wivel End-User thanld
BN Web Browser 161

7.2.15 52UV Service Desk v3assuundadsudgou %é\’aammim%‘awiaﬁmgaﬁ'msuUQLLa
NINGAU Asset Management wags¥uu Inventory 191

7.2.16 flszuu Asset Management Ingfianunsafiazifiniindeyasiadlél igu Location ves
Asset uaz Department 7 1991u Asset Tneil Asset Management 2 aavinnnsinseidsusiafiu
Inventory Management ] .

7.2.17 S¥UU Asset Management fasa@1un30v1 Schedule didrdayasin CSV Indla was
a1u1303uA Field 529919 Asset Data TuszuuuivmsdnntsiaSesnexiiaimes uag Column floglu
Csv Ina

7.2.18 §i Mobile Application dmFugaualduinisinnnsseuy ServiceDesk Lazm3IvdBY
sEUUNINgau (Asset Management) H1uvINe Mobile Application Wauw i0S wag Android ¢

7.2.19 @M150ATIABUTEUUNINEIRU (Asset Management) Tnan1s81u Barcode 138 QR-
Code & #inuma Mobile Application fivhausauiussuuwsitglé

7.2.20 il End-User Console il User anunsansiaaausuiiudslddmenuiedld uag User
annsadenadusunsuinuesiosmsinsald

7.2.21 fiedasiiolifpuatsuuansaaiiassnuldfenues

7.2.22 T892 License 18455 UUMUUIMSIANISIASasRaufamass LIy 1,000 license

7.2.23 fauesaavdadldiunsudsiadusiumudmieetadumansanuidndives
HAR

7.2.24 §Avdvansldnueseios 37

7.3 Wsunsugudayanindduansaumna 31uu 1,000 lusunsy

131 svuua'lmsawmunuaUﬂ'smmiamEJ (asset) IﬂalumaamﬂwaawmLL'mwuLmuuumiaa
AONNILABS (agentless) 38 ansafansweniuasiisiy (agent) \aidousonazmunugunsal
\RSeTenBUBNBIANILA

7.3.2 syuuannsondnsdsssnuiisuanideyauazimamsel vesszuugunsaliaietie
(asset) 1o

7.3.3 syuvawnsorumdeyagunsaliniedne ausenisla

7.3.4 ansavnnmsuanuguniaiinietresnlusi@ (scheduling scanning) tilelgunsal
LAY (asset) mmmﬂﬁuﬂi\maa%aamaua’lmuamaamua

7.3.5 SEUUANNTASANTANS I TuYesTEUY Asset Inventory 1t Iﬂammsﬂmwuwmw
(Role) sulsiun daua (Administrator) §9) (Viewer) uaz #ann13gUnIniiA3au1e (asset manager) [
Jusdhatios

7.3.6 sruvansantesyuuazldauniu web browser dulsaun Microsoft Edge, Firefox,
Google Chrome Imdustheties

v
e v A

7.3.7 53UULRBITANTS Asset Inventory lolaedinnanimneil
7.3.8 annsavhnisiyngunsalinietngla

7.3.8.1 awnsavinmsUngunsalinsevie(shutdown)

7.3 8. 2a@unsavihms3lamiudgunsaiiasatiela
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7.3.8.3a@u13avn150 (ping) Tudsgunsalirsatnela

7.3.8.4@wn5avhms telnet w3 SSH Tudgunsalinsavnelel

7.3.8.5aunsavhnmade - Un service vasgunsaliniatnevaenidla

7.3.8.6 @413150Y1MN150157388Y event log ﬁLﬁﬁﬁW@ngﬂiﬂiﬂﬁWW}ﬂﬁ

7387 aunsevimsnsiaaey configuration vesgunsal SulsiuA Windows, Hardware Devices
7.3.9 Scanned info, Display, Network Disk, User info, Internet Explorer Iduetatios
7.3.10 anansavinsainenguuuuaAsiy (static group) 1o
7.3.11 anwnsavinsasunguuuulaundin (dynamic group) la
7.3.12 @nnsasessumsvhauges Windows servers éiaust verson 2016 uly ifueenedioe
7.3.13 syuuainsauansiiag(location) gunsaliiniatenuiideanisle
7.3.14 szyvaiunsavininisuandoya license vegunsaiiaiar1edulaun Windows

License, Microsoft SQL license, Adobe Pro license, Microsoft Office License ltluatdstiay

7.3.15 sguvannsnduungiiavessgunsniniatinelaun

- Blade server

- Firewall

- iPhone

- Linux

- Load balancer

- Monitor

- Printer

- Proxy server

- Router

- Smart TV

- Switch

- Tablet

- UPS

- VMware Guest

- VMware vCenter server

- Wireless Access point

- Wireless controller
7.3.16 n3dinigunsaiiaietneifiu Windows Asset type szuUIzRBIaInTaTEyEasidon

vosguUnIniaTetheldie .

- Last user:

- 0S:

- Build:

- Domain:

- Model:

- Memory:

- . Processor:

1. —-'-*‘;"V 2. -%"'T/ = V"//"V\{ ............. o, "W‘j\’\{ ............... s LLAMN
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- Motherboard:
- Graphics:
- Audio:
- Network:
- Harddisk:
- Scah status:
- Serial:
- First seen:
- Last seen:
- Purchased:
7.3.17 52UVALHBIAN150T893UNS login 728 Active Directory User uaganansagnans
(permission) mude 7.3.5 1o
7.3.18 S5UUILHBIANLNIA comment Wag LinAenas (document) Aigunsaliniatdnelst
7.3.19 wuui]w’fma’]mimm%'UﬂﬁiﬂdﬂaﬂizmaLkﬁﬂmﬂ (deployment package) n13
gadda (script) Aieensla ,
7.3.20 STUURDIANNNTOSIMUNUAZUENIEDE T8 WaziIasHu (version) U84 software 52384
Snnuvesgunsalieietieiifiings software wantiuld
7.3.21 sruvagdesannsaihausiudusuuiansgunsaldeasindeudi (Mobile Device
Management) uldin VMware AirWatch %38 Microsoft Intune Isilusgaios
7.3.22 S8UVALA BIAINITAYNNIUTMAUTZUUTANITNITUTA19AINYI8UAD (Ticket
Management System) Sul#uf Solarwinds Web Help Desk Iéifluagnsdos
7.3.23 S2UUIEARIENT0AMIanULUY (template) 51847U (Report) WAL YNy
(Community) a4 lu3mMsszuU Asset Inventory Management 161
7.3.24 License fausindaandosldaudmivgunsaiinietnesiuau 1,000 gunsalindete
Iidusehatioy
7.3.25 funavesasldFuougn lunisussiaanuisndwesdndusilngnss u3ean
Aunuimiglsedsenalve lnsiinsesnaananeiuses
7.3.26 §RAvAvisnsldnuetnelios 3 U

r o =\ : =
8. NANLNAIILAZENS lUN1THIITAN

8.1 dnimmnssimissinsandadendduiameameneiiauendnguenmsasuiugndes
uazfiRgndosmnuideulaidnindmnseisnituuaingy Walimsinsanvedint mnseusid
foduisionn diudeiaueszevssaivieflasdonseSuniowidiomeln 4 andrirdnnsosuind
ailaivisdu

2
[ o e i

8.2 NMSHTITUINENISTUTBIAUDASA d1tindnnsasiarRaziasantiagldvdninesisian
9. s¥azIaIAItulATINIG

syeznainuiiulaseinise wedu 150 Ju dudaaniuasuuludyan
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10. S2ELLIAINTEIUDUIIU LAZNISIBLEY

MsasNBUNY wastenansatneates melusseznaimmtauenigly 150 u dudaainiy
asuwludyg el wmnnsdweunaladienans guiesesdavinenaismuiiimvun uagdesduiin
Joyaviomunasgunsaiiuindoyavunannw (Flash Drive) 91uau 5 4n sangasidenseluil

10.1 391 1 Foway 100 vavnRumudya eludlisiuedweunuligniessasuiiu mely
150 Ju tufinantuasunludygn wavanenssunsnsasun dnsesuud suseasdendall

10.1.1 augalusunsunsrndudeanaumslaivesuuulyanussivg (Bodvs 3 9) TWsunsy
Usuugswenduaisaluifnngudnans uaelusunsuguteyanindduamsaume Mauslulasans
wiaufindsluies ssneuinnefudgnefidtngnnsesnidawisalildannsavhauldoged
Usgdndnw

10.1.2 gilamsimuamszuulianuisad1sesrnseuy (Backup Configuration) wuudnluld
iiesessumsfAunduunidlessuuidene

10.1.3 fillen1seanuuumarAnRITEUUIL (Detail Design and Installation Document)

10.1.4 gilonsldaulusunsy
- 'aﬂiﬂil,miumwwnaﬂnmumﬂsﬂLuamwi‘]zysy'\ﬂﬁuwﬁ (Badvis 3 T)
- Waunsuusuugsensuasdnlui@aneudna
- Wsunsugudeyaniwdduansaume

10.1.5 $989UNANTHNBUTY

11. 9as181USU

winguedenulivuimusmudygimvun wavdringmnseuiadililddvduenian
oy duneazdeuderusuilueiu lusesifesas 0.20 vessianude wailuninga 100 v
wf‘iﬁuwmnamL'uumsaauaﬂml,dﬁ'}ﬁ'ﬂ“zi'nﬂiaawaw':ﬁ gneies AsUMUAWAY

d

12. sudszanalasenis _

auUszneilasantsY viedu 8,341,700 v (wladuaunauiviiunilaiuidadosumdin)
13. N15HNBUTY

13.1 gveazdesdanisdneusunisldnugalusunsunsiadudennatunisleiuesuuy

Uyissing Guavs 3 U) Wsuna$udsswensdnssaluinngudnan uarlsunsugudoya
n¥ndAuarsauwma Tulassnsiiunidmidvesdingnnseswisnd Swaulidesnda 10 au
a dingnnseawisnd Waunsaldnunazquasnussuuliegefivszdniamw wieudavinenans
Usznoun1sausy Tﬂaﬁﬁamﬂsamam*uuﬁlﬁaaﬂuuuiﬁuﬁﬁﬁﬁminniaaum‘mﬁ Toiungldau
szuu (User) wag gauasyuu (Administrator)

13.1.1 mﬂﬁmwﬂiﬂmnmm’mmnEJﬂnmumq‘l,emua-nmu{]zywﬂﬂ-ssmwﬁ (Geans 3 7)

13.1.2 TusunsuuSuugeendwasanludfangudnans

13.1.3 Wsunsugudeyavindduansaume
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13.2 fuesndudiflumsiawssuenarsdmiunmsinausy veins 8nNsIN 8msnaeIu
wazdnintnnseswisdduduaasdiiumsdamanuiidalineusy dqunseirenfiames
fashanlddmiunsdatineusilinsummangmsiiimun
14, MITUUTZAUAMNTITAUNNIBILALUINTNAINITUY

v v v o (-] ar ar ;Y & ‘J o ar 1 1 - : v v
14.1 guedpdiuinistngeinem wazaduaywdmthndingnseuisalianunsaldanu
ssuuTlesanuasvaunlidinensesandldsgdaides saentinaswnsilussesna 1 U
Tunniusuneununngavig

14.2 dnfndmnseswisniaunsaveiumuinwidiumatianansdnwiilalaglidriadiuiunsa
masstatmMaliuszesiia 1 U duaniuiuteununagaying

14.3 fanedeadnnasaasunarsmnsaeidu (Version) yalusunsumsaadudennaumaly
weswuullygusvivg Guans 3 9) Waunsuuuuwendunisaludfnnaudnans uazlusunsy
gdeyaninddumsaumanlddaeulidindnaseuimaliliauiuaivegiaue Tnafowudeli
fauaszuuvesdiintnnsssuisninsuideivenduasuiessuunesduluiveuns PRDATEEEIAY
1 ¥ tduanniusudeununngaying

L3

14.3.1 nsalinamngnidusugalusunsunsrsdudegnauneleaivesuuulgynseasg
@vans 3 ¥) Waunsuuduusawendurssnludfaingudnane vielusunsugrudeyansnddu
asaunalugansalgaula ua%’it.auaﬁmﬁsifmmsﬁ'mﬁanlz.immsnuﬁ'lmﬁrumshuwwimﬁ’wﬁ
mnﬂmmmmmi'maauLLaV'lwusmimEfluwuwmmmaﬂnsm (On site services) #38 mmumsmn

meuen (Remote) Inssesudletgmiliudnadameluszesnaiiiun

1432 nadlveniniiieyalusunsunsradusvgnaumsleaiuesuuuilyaussing Guavs
3%) TﬂhLLnimJ%’Uﬁswawﬁr,n%é‘miuﬁ’ﬁmmﬂuénma w‘%aiﬂmniumu‘ﬁauam%’wéﬁumiaumﬁﬁﬂmm
auldaunsaldauls mLauaiwmwmumsﬂmaam]%]awmammu'mmummﬂL‘mmmmaauuav
ufﬂﬂu‘wuwwmﬂmwawmLL’szsaiuuwadmuﬂﬂn'nﬂ'sammms] meluszozne 24 Srluafusaus
nafldFudandrinimnsesvisnd Tne ureessdewdlelivensuanduinegluanmnieonld
snldnmund waz/misdnnsauaisyu (Configuration) iiisuwingu lagdesdniunsliuan
Sameluszazna 72 Hluafududnanildsuudiaindrintnseausisd

15. Suans

15.1 frededhidameviomsunsan Toya tenans uaslusunsureufaume fitfuedeaeuliun
dingnnseswiani ldivimuavdafisnsdnliuiyaaala

15.2 fanedesiulseiudn v deya enans wazlusunsumenfiamesiundiundweuliun
dnfntmnsouviend lunsdiiusunslasensi frauasaiiinunisavslasveusongmuned
asanldlumsiuiunusasdaevliun dwndnnsawsisnd lunsdidunuaalasinsi
iielidindnnsswiiaunsaldouldlasveumengneuashififediiola 1

15.3 lunsdlfiflyapalananidrein dinmnseauisnd azdanssudvisuiedavanslunu feya
lonans uaglusunsuneuimesviomafiguetnndweuliundininassuvienilumsduny
mulasmsil frsasfesiuinveudliiedomnluniedad wasmudomedifintuuiding
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16. f3uiiavaulasens
] ("] o s = o @ 1 1 a
dumsimnanuiuaciaensielaiues audwelulagansaumeuasmsdeans dninimnseuvieani
4 d [

17. Wauselesiuaniesivnis

17.1 dhiindanseswisniveanuanslunmsfiansanveneegdyymuunRmInIsRan sy
21gdgygn viemssaviieanUTunuIInvesdnininTa Wi

q o

vy = & Y o a ¥ o T S ' ) v
17.2 gapveanudvslumsuiulsuily vissnidndeimuaninaniiuidiu visvimue uasli
& = - %1 < G X ud a 1 EY 1 i
fehmsfinsunitadetvavesveduiige Mslfbudeiausnnasduseuliieniosridemelidnly
Ly &
nstila q MeduINGTe

@ 1 1

1 Qs & o a e 1w l ' a a s
17.3 Tusewinengdyande mndringnnsaawisnfvivinguneglionaujiinuseulyludaygy,
& 2 & MY o w 1 1 ada £ a_ w & v 2 a = "o
Fodeladanisld dnindninsewisndlidansenidndyyvels lnegueBuseuiinzenldrndens
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