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ﬁ’uﬂnmumq"l,smum'ﬁLLuﬂﬁuﬁhmuqumLtazﬁawanianuﬁaﬁﬁmmzﬂ'nmfluazvi"um
Uszwmuetneieiiles lawzetnad imhsanuvesiguasmisssulasiarsiiugiudidymeansaume
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3.13 fRudaiauededdsunsaiuayumnanaiia uasliunsuisiauiaunmdminessuuanuidn
- emanfTEsaTTs L e AR Wienlanenatsmsutasuduf s iteatuase Tauli
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FMUEUT 081UV EENNUNIUTBNMUAT 1A

4. 379ADYAAMANYUSLANIZVDINGR)
4.1 ssuvinfununuerirsyideyanulasademaasetneaauiames (Securty Information
and Event Management : SIEM) ﬁ?}mﬁn‘wmzaﬂ’mﬁaﬂﬁﬁﬁa‘lﬂﬁ
4.1.1 sansodaifiuteyaingunsaliedetneneufnines uaziaiesnouiiaunesisitne s
isosneniunesgnite lnesesiuuinadeyalalidesndt 150 GB
4.1.2 gunsafmuangudaiivesdoys (index) Hdaudeayald wazansodmunulouienis
iusnudeyamusuautuidovun saeimuedvslumsidhfisleyalst
6.1.3 gansadadiuieyaluguuuumenisel (events) wasiuatumsia (metrics) 1d
4.1.4 fusunsudmiunisivuazdredeya (forwarde) Mnpuimoswiidndiessesiu
'sszﬁﬁﬁmwialﬂﬁ 1 Windows Server, Linux, FreeBSD, Solaris, Mac OS waz AlX Tailustinaties
4.1.5 ssuuihhiauedesasnsnhddeyaluguuuudieluil
4.15.1 feyauuuussiiniier vievansussin uasteyauuuillassn i juuuy XML
4.15.2 annsahanunsiaaeu (monitor) wila (directories) uazlwa (files) Toyald
4.1.5.3 aunsaihinmunsaaey (monitor) Yeyamanntluszuuufliinig Windows 1t
4.1.5.4 aunsaifineunsavdeu (monitor) Windows Registry I
4.1.6 annsauszananadoyaldieuntsdafudrszuumuiieulusiig audnuazsaluil 1§
Wuedsies Inesyuvarsesddiudnsegldaunuunsaiin (Graphic User Interface) Tunsdnnisuas
ansavmssiaemadnsvesdouluneunisihaueiey 1a
4.1.6.1 MsAANT84 (Filtering) Toya
4.1.6.2 n1sUnUn (Masking) Yoya
4.1.6.3 M3dasie (Routing) Toya
0.1.7 annsofvuathedeya (Tags) Wdmuasuiindeya (Field values) iegaudumings

v = o v
ypsdiayanmvuald

} 4 o 1 v - ar et &
4.1.8 ﬂ']llﬁiﬂﬂu‘ﬁ'l‘illﬂlgﬁLEUUﬂ’]Wuﬂ‘lﬂﬁL’Jﬂ'l‘lﬂ Ll.ﬁﬁﬂ'lll']'mL‘U'EJNIHQﬂ?WNﬁNWHﬁ‘Uﬂ\‘IL‘WﬂﬂﬂSEﬁ

(Event correlation) ¢

0.1.9 Sszuuliduugth uazdvairehdaiildlunisfun Guided search)

4.1.10 a1u1snasnveulvndeya (Fields) Ussiamuanisal (Event types) wazdayanis
sulusn (Transactions) Wiuitluthanisdumdeya (Search time)
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0.1.11 fmsvilissuunefinmesannsadeusldshenuesinglidoya (Machine Leaming) i
taglun1saineiuuy (Model) uazamnsaluldfudesaidmiiulussuy (evinunenadwsitos iAoty
Tuowanvesveulvadoya (Field) 16

4.1.12 gnesnuuvyfieldiudussuudafununuwsinnsideyarnulaenden
\pTneABNNIARS (Security Information and Event Management: SIEM) uazeg/lunguefin (Leader)
999 Gartner Magic Quadrant @w3U Security Information and Event Management U 2024 w3eUdan

4.1.13 gansoasumnsandudieanaid Inensmungumstumniudaiu (Sequence) viioguiuy
(Patten) ¢ |

4.1.14 sessumsinindeyatmnsesivananunisiaiues (Threat Intelligence) 37nneuen Tu
JUluv Structured Threat Information Expression (STIX) %139 OpenlOC %38 CSV (comma-separated
values) Il uazsessunsmaruduiug (Correlate) Yoyalneldnmiuminiudeyaiifveglussuuld

4.1.15 seefuzunuuresimnissdvanamvnaleiues (Threat intelligence) fusteluility Email,
File name, Hash, URL, IP Address, Domain, Process, Registry Was Service \Wueeale

4.1.16 gwnsanuarAudIf ey (Priority) vesiaaugldiu (User dentity) waz gunsal
(Asset) l¢f waranunsmihanldlunisAmuiurInmsnau (Urgency) 3o anagulss (Severity) 184015
uwdaiieu (Alert) 1ot

4.1.17 gnusoudaieunedian (E-mail) way Webhook Wesimmnisaffiasstudeulavesnis
as1aaula

0.1.18 s0e3Un13inassinenns (Resource) PRIV (Workload management) MNudNWMIBI1U
\unsAumn (search) wagmsviheuiiveya (indexing)

4.1.19 d1unsariivunans msldnussuuresdquassuy udazauliunneneiu (Role Base
Access Control)

4.1.20 @10150U3 M39ANTITUURNIUI VLU0 (Web Browser) 58 Command Line
Interface (CLI) o _

4.1.21 gunsofgsanuvesldszuuum Local system %38 LDAP Server uazseeiunnsvin
Single sign-on (SSO) #E Security Assertion Markup Language (SAML)

4.1.22 fmussnszuuiafiunuTainnsideyarmulaanaienaeielieneuiaines (SEM)
Wiesesumsmunadeyafiftdesiummnsalfeanaumilaweiangunaniuasssuunsuiinmnes

4.1.22.1 Uiuusaszuuiitelanunsasausiadeyamsasnesnuasuiames (logs) 910
gunsnireuRamesaluLIMgI (Standard) 3euBnIIASE I (Non-standard)
Wadunidy sruaulsitesnda 10 sty mudildnunudeyannudeinisan

@ ) a 1 et o ' o
FIUNVNINTDILNTIR NIDN U TUNLNTITDUAD T UULAIDTY

P |
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4.1.22.2 fvunAINATdoULazLILRsufEAnArmelaLUes (Security Rule) T1uaul
tiewndn 10 e (Rules) nuiildmumudeyamiarianisninditingiinseuvind
viomhwnuiitinsieude
4.1.22.3 senuuuuasdavimiiiveujuRnusunsSnwiautuaslasadeloves
(Security Dashboard) §7uaulaidiasnda 5 wi19e (Dashboards) mmﬁlﬁ"ﬁwﬂu
feyarudesmsandrinimnseswisnd wiemhenuiinsideuss
4.1.22.4 JangufldsnlumaihisdeyassnuuasuihaesujiRnu (Dashboard) mudils
nurdeyamafeimsandnindnnsewini viewhsruiiingYeuste
4.1.23 Tiauugidnlun1suiuusaenarsnieg Tunssuauniadiseiauagnevauesnnnisal
fennanunasmsTaindlaes ieliaenadesiuguuuuiazanmnisnfludiegiudsiu
4.1.24 Savirgilentsnevausineanmuuaznslaufinamelaiues (Cyber Security Playbook)
winsuilefusuanaumslaes atties 5 Ussaw Lileliiaenadesfuanunsaisanaumsluaiues
Tutlagtiudsiu
4.1.25 SamaAnnisdhiumssunivdngnnmaihssiuasasnduseanamidlaes
4.1.25.1 gansaidieniinTINn1sHnaUsVENgnIvesan1du SANS Institute fusteluil
(n) SEC504: Hacker Tools, Techniques, and Incident Handling
(%) FOR508: Advanced Incident Response, Threat Hunting, and Digital Forensics
(m) FOR578: Cyber Threat Intelligence
(9) FOR589 Cybercrime Intelligence
4.1.25.2 fAvBirimnseusuetties S1udy 5 Avinisevsa Tatlulsiazdnsnseusy
aunsnausils 1 udngms sie 1 a%e wazsoyAmIng 1viy
41253 fiavismsseuinmnug (Certificate) samdngesillsisudntiihsameusuetnaties 1 A%
4.1.254 annandrsunseusuwuuImiuIneIns aanuiideilneusy (n Person) u3e
QUTMLUUAMESEAY (On-demand) Tussaztamiianitiu SANS Institute fvunld
4.2 Wsknsudnnsasuayinnsvisegnaumnslaiues

4.2.1 ﬂ?iLﬁULLﬁsi?Ui?ﬂl‘ff@l‘{a (collection)
4.21.1 a'lm'ﬁnﬁ‘mﬁuﬁm&al,mu Network based wag Amazon simple storage service (53)
based l¢i .
4.2.1.2 @130 iASIIUAINTULTIINTBIT0Y (artifact) YBINETUNANIUNNAITA Uay
ATIIM AL T IUNEUNANGIUVINIATTIA LS
4.2.1.3 ?ﬁ&l’liﬂlﬁ‘U??U3'?11‘&”9)3&5%1ﬂ1’|ﬂ')ﬂFl'?"luﬂn'ILLUU\hjﬂ"lﬁ (volatile data) L&au‘ﬁaa‘;aizuu
(system data) 18

4.2.1.4 ennaiudoyaann USB waziiuteyaas USB I#
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4.2.1.5 gwnsaivsausiadeyaanseuuinietield

4.2.1.6 gunsniiumunindeyauunatafives Amazon 53 1¢f

4.2.1.7 aunsahiideyaitlainnnsdundesanuuanimu (disk image) 16

6.2.1.8 snsodindeyanadnsanlusinsu KAPE (Kroll Artifact Parser and Extractor) 16
4.2.1.9 enusnbnindeyauuy logical file 6f

4.2.1.10 annseddrdeyadiummiemaudildaniusunsy Volatility 2 16

4.2.2 mMsliRzuuLIEAUAMLTULS (scoring)

¢.2.2.1 ansmhdeyananisAuny (heuristic) Aldnwenumangumediviauitasies
Waszysenisiesasdels (suspicious item)

4.2.2.2 annsannadufaualaenisldunanvias ReversingLabs et

4.2.2.3 anansanmamstauilalivosndt 5,000 adiedunn

4.2.2.4 awnsadnsizsilnasae Yara rules 1o

4.2.2.5 annsousnuezirenisivaunfsenainsienisiidnomsds lneuenlilusienisivg
augy1m (allow List) 161

4.2.2.6 a1315035UA 10T UAn1819981AAN5TNF (Indicator of Compromise) Tne

suunBilusemsinanfinung (bad Ust) Io

4.23 manumuteya (review)
[ € ila i cda ay v y
4.23.1 gldamenusaivinzuuusemsindund (good list) warsnenisiwandaunla (ad list)
4.2.3.2 syuuanunsaliduusisensivaiuinenmamsliaguuuseiuaagulsla
27 = v ° o v
4.23.3 anninlidoyansrusanld 1MuaTeUUNTaRZILUTZAUAILTULTILA
4.2.3.4 awnsagiensieanalaeFesdeyamudiduam (timeline) I
o w [ v oy [ =l @ - =
4.2.3.5 anunsaindeyansumilauingldusiedu umimuduiusiieysziliuay
e = v
Weulsavesrenisindnnsianuls
) ! ¢ @ o v
4.23.6 a1unsndanguaunsainiuivgn1saldsanAm W alid1anInIIsuRaLaym
AU SEINmanIsalla
4.2.4 FvAvsnsldauetnsiey 3 U
4.3 sEUUsUTINTINIBsAEANAINNLTUBS
4.3.1 Wsunsuudmsdnnisdeyatnansteswiszuvreufumneinmelunarnisuenadnns
- w = 1Yo 1 A 4
4.3.1.1 \undndasiieglunguein Leader IDC MarketScape ¢inu Worldwide Risk-Based

Vulnerability Management Platforms U 2023

Fe -%"/ e S, e who! 6.5
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4.3.1.2 Wiunsufifadshuied sspeufininofuarems (Endpoint) desesnuuuailildau
nirUszanananay (CPU) liifiusosas 5 wasdssaunsnltaulainussansnm
Tnelsifianusidudes reboot (no reboot) # PCs Wwax Servers

4.3.1.3 mmmﬁmﬁi‘muiwuﬂﬁﬂ'ﬁn’ls Windows, Windows Server, Linux uag Mac @i
GRENRY

4.3.1.4 aanInfum wasnTageunindauatsauwme (Asset) ineg vesesAnsfiliusnisuy
wwiearedunestinla wavaunsanannanswedu (Assets) ¥oelnd
(Vulnerabilities) wazn1sAvunAIszuURanam (Misconfiguration) lnon iR

4.3.1.5 @3130AUNT LaLNTINEDY Asset Lagfiasannsonsvasulssinn Category #1149
g aﬁr Web Assets, Storage & Backups, Remote Access, OT Systems, Network
Assets, Knowledge Systems, Databases, Containers, CMS s Back Office 1]

4.3.1.6 @111307NTAUMT LasasIERUNI g Fuasauna (Asset) Tdia Assets ity
Official wag Unofficial assets 1¢i

4.3.1.7 19 Artificial intelligence (Al) Uszsnanalun1snsinaauningduasauna (Asset)
Tnens99deU Certificates Wag Subdomains iieButfuiniiu Asset v009Ansle

4.3.1.8 @13150AUNY LALNII9d@0UNINOAUETEUYA (Asset) 7199 99989ANT UazUszidiy
AnAades (Risk Score) faudt A B4 F 1¢

4.3.1.9 g@1150Y1N1SAUNT LaT n51988U Asset vatasAnsgaslulaield (Subsidiaries) 1o
liidnin

4.3.1.10 d1u150AURIsI8azLd 8 a (Discover) ¥8d Account, Application Way Track
password compliance 21A1A3 89 Windows, macOS wag Linux & $auauliifes
N1 1,000 ieFesneniiames (Endpoints)

4.3.1.11 @13139%11 Automate Notification Workflow mnwun’liﬁﬂﬁ"d Application lail
szyld Wuvna Line, Slack, Team uaz Email liiOuathatioe

4.3.1.12 anunsnszytedivi (Vulnerability) veia3es Windows, Mac uaw Linux léf $1uou
aitfernin 1,000 i3esnexfiamas (Endpoints)

4.3.1.13 Tsunsuihiiauoanninyiinis patch gesluivessruudfiinng Windows s
Build /1199 e 91nszuvvInIsIanisdIunals Tauauliesnia 1,000 \A3 09
AauRMe3 (Endpoints)

4.3.1.14 fi¥gyn1Usefug (Artificial intelligence - A Uszi uamid savesydlnl i ol
#0109 AT UA UL B9INT MINFIUT Y AT INTBIATANAMNINLYLUDT (Threat
Intelligence) uazdnumsninsiitadiives Hacker (Exploit Status) [¥eehatioadil
(1) Actively used (2) Easily accessible (3) Available
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4.3.1.15 winlignnsavilaliiauendndusid ui uisined s dundnsusiioglundu
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